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Gresn Paper of “Infernet of T g

[
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Zain welcomes the opportunity that the Telecommunication Regudatory
Commission {TRC) has offered to provide comments and share thoughts fo its

green paper entitled: “Internet of Things (oT) (The Paper).
L INTRODUCTION AND SUMMARY

Internet of things (loT) and Machine-te-Machine (M2M) rspresent a hugs
opportunity and can bring substential socio-sconomic benefits to Jordanian
users, businesses and govemment. loT offers unrivailed opporiunities for

economic productivity and innovation: it can even create entirely new markels.

The 10T is fast becoming the new driving force behind the global economy.
Anaiysts estimate that by 20720, there will be over 15 billion connected devices,
with 3.4 bitlion in North America alonsi. Of these, 1.2 bilion will represent
celfular M2M connections, an important part of the competitive connectivity

landscape.

' Machina Research (2018).
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in summary, Zain believes that ioT in Jordan is stli at an early stage in tem
of regulation; regulators and policymakers should avoid strict leT-specific
regudation and instead; aliow the 0T market to mature under generically
applicabie frameworks. Unnecessary or technology-biased regulation wil

strangle innovation. raise costs, discourage investment, and harm consumars,

H. ANSWERS TO THE GREEN PAPER QUESTIONS:

Zain would like to share its thoughts and answers to the specific questions that

were rafsed by TRC inn its Paper,

! 1. Is the definition of loT mentioned previously complying with vour vision and

the services you provide? if nol, piease siaborate

Mulliple definitions do exist for ioT Howeaver, efforts to define o7 are

premature. it is not necessary to determine in detail which {loT] definition is the

most appropriate, but the inclusion of the spectrum in the definition is gssential,

we suppart the following definition:
“The Internet of things (foT} is the inter-networking of physical devices, vehicies

{also referred fo as “connecied devices” and "smart devices"}, huiidings, and
other items embedded with slectronics, softwars, sensors, actuators, and
nefwark connectivity which enable these ohjects io collect and exchange data,

"

creved Fhe S erys F rOrYIHrE 2 Yoo fisay fored crves rfer
and that might require a dedicated spaciin”

L2 Do yvou offer any loT ssivices in the Jordanian market? # Yes, answer the
folowing:
P 212 indly, list and brisfly explain those services.
¥ your answar is no, please answer the below guestion
2.2: Do you have future plans to offer new ioT services in Jordan? What

servives? And timeframe? Please elaborate.

£
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Zain offers some 107 services, and is warking hard to provide more and more
foT sarvices fo s customers, the currenit services are:
¢ Zain Track: Tracking Service that utilizes GPS to locate and irack
vehicles. The service warks through installing a tracking device inside
the vehicle, and the location of the vehicle will be sent to the customer
via Zain nebwork,

b e
iy
o

4.

he Imarnet to allow

19

o Zain Camera: Video Surveilance Sarvice by u

ing etc., through hisfher

@

the customer to monitor his'her premises/bsalon

smariphons, tablet, or personal computer.

¢ Zain Home Security: a service where alerts are sent to the customer in

event of any unauthorised intrusion or strange movament in their homs.

= Zain Tanki: a service in which a devics reads fluid level {diesel, water
etc.) inside the tank, the customer can then read the liquid levsl through
an appitcation. Ha/she will aiso be able to receive alert messages for

certain guantity percentages.

1 3.1 What are your expectations to the ioT traffic capacity in Jordan for the next

8 years?

We gensrally see that there are no clear and specific expectations of the o

Ploxd

vaffic capadcity for the next 5 years, due to fast changing customer behaviour
and demand for [oT services that will be available within the coming 5 vesarg;
ihe growth of the 10T and the number of connected devices are mainly driven

d
by emerging applications and business models, and supported by

(93]
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standardization and falling device costs, alse supported by the development of

governments and municipalities.

?

327 Wy which fislds of implementation i's axpected o have the highest “data

| interaction” wafie and which is axpectad to be the lowest?

With 10T catching up, smart mefers and smart homes {Building & home
automation) are the most awaited feature, with brands already getting into the
competition with smarnt appliances, Smar Home has bacome the ravalutionary
lacder of success in the residential spaces and i is pradicted thal smart homes

will become as common as smariphones.

applications. The concept of connecied healthcare system and smart madical

b3

devices and smart farming bears enormous potential not just for companies,

s
ol
Lo
3
72}
O
e

or the weil-being of peonie in general.

3.3: Please arrange the above mentioned chaltenges in terms of limiting the lot
| wide implementation, from the most affecting factor to the loast. Pleass justify |

i and elaborate.

As the infernet of Things {loT} continuss fo gain attention, it is important o

understand the potential chalienges the techinologies present,

w0

here are some challenges thal might be faced when implementing foT from the

most affscting factor fo the least

1. Spectrum and bandwidth flexibility

o

Mobility/coverage

€

Network and device energy efficiency

£,
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4. The economic facior

5. Latency
8. Reliability
7. Interoperability and standardization

8. Massive number of devices
8. Traffic capacity

ohievable end user data rate

‘
o
7

340 Are the dala rates offered in Jordan sufficient to handle the foT traffic

| especially for time - sensitive services?
fe volume of the o7 services providad in Jordan is siill small and is

-

considered al iis early slages, iherefore the data rates curently offarsd by
operators would not give proper indication in that regard. However, for time-
sensitive services other factors coudd be of higher importance such as latency
and bandwidth, and 50 nscessitate the emerging of new technologies fike 3G,
and here the role of the requlatorfTRC becomes crucial in facilitating the
introduction of these technologies, inciuding the availing of new spectrum with

reasonable prices.

{ 3.5 : Please suggest at least three categuries that classify the services that
refiacts refiabilily levels that can be neaded. ;

1. Connected cars

/7]

4. Homs security and appliance

§. Transportation
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3.8 Flease classify the services in torm of latenoy acceptance ranges.

The loT will increase the range of services, each requiring varyving levels of
bandwidth, mobility and latency. For exaniple, services that are related to oublic

safety or personal safety will generally require low latency. On the other hand,

services that provide metering information for aexample, which iz a normal

763

menitoring activity might have latency acceptance range

3.7 Please list any further challenges that might affect the implementation.
!

1

Securily is a key consideration for businesses adopting loT/M2M {echnology,
which means that for many businessas M2M is nnt a simple ‘plug and play
technoiogy. In relation to privacy and security, cigarly there are real concams
if due consideration is not given.

Tha security of data in transit does not ensure the ‘end o eng’ security of M2M
data, particularly for any dafa stored within the ‘endpoints’ of the service {the
user device and service platform, which fypically fie outside of the
comnunication network). it is the respansibility of the ity providing a celtular

M2M service {o ensure adeguate security measures applied 'end-te-and’ within

-

and that the data within the endpoinis of their service is

heir sendce

[74]

adequately protected.

&



Zain Fax 8/10/2017 4:18:14 PM PAGE 10/017 Fax Server

4.1: Do you think that at the current stage of time there should be & spacific
regutation for io7 and M27

4.14: i yos, what are the sugnesied topics that should be covered in the loT
regulation? ¥ No,

4.1.2: From your point of view:

- ¥hat ix the possible solution for handling the loT issues at the current stage 7

- Do you think that TRC should deal with the impacts of loT services on security,
privacy, numbering, spectrum and carmpeiition and be ready i companies
chose o provids them at targe? Or not doing anything uniil these issues
hecome mature and regulated globalhy?

4.2: How can you solbve the above mentioned challenges that fage the
consumers?

4.3: What indicators and when do you think s the right time to reguiate

foT?

Regulators and policymakers should avoid strict, loT-specific regulation and

instead alfow the foT market o mature under generically applicable
b :

frameworks. A flexible and gradual apgroach by reguiators is essential as
different foT services may have different requirements. The government should
support - seff-regulation by toT siakeholders, risk managemeni-basad
approaches, and privacy management programs that empower stakehoiders i

achieve important policy goals without regulation.

We believe that the reguiator intervention should be limited to: Spectrum
dedication management {operators are not at risk of interference and can

contrel usage levels as they have exclusive access fo their spectrum bands),

and Numbering allocation and devices iype approvals.
Gurrently there is no harmonised dedicated spectrum allocation for M2M and &
is fitted in where it can be. To remedy this situation, onerators are Lsing spare

capacity on 23, 30 and 4G systems for M2M services within existing spectrum

&

~}
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allocations, therefore, Regulatory bodies should work with mabite and M2M
stakeholders, including mobile network operators and equipment vendors, 1©
examine which bands should be harmonized, and what band plan
considerations should be prioritized. Harmonized spectrum bands nead fo be
able to support the full range of potential M2M deployment scenarios. This
inciudes high data-rate applications which could recuire substantially mors
spectruny than existing forecasts. it should also pravent the aperators from

heing under risk of interference.

in addition, reguiation should avoid technoiogy restrictions, while reiving on

compelifion. Excassive or tachnology biased reguiation can hinder innovation,

-

raise costs, Hmit investment and harm consumer welfare, Therefors, w

(o]

encaurage TRU to support a policy framswork that is based on equal servicas

and technological nautraity.

4.4 Do you thisk at the current stage of time an btervention by TRQO should
e taken to regulate Licensing and spsctrum management o snable/aliow
providing ol service i the kingdom through allocating spectrum for o7
Services?

i Yes, how this can be achieved? Please

elaborats. if no,

4.3 When the review should take place to specify the need of taking an action?
4.8 ¥ you offering or planning to offer loT services in the Jordanian miarket,
Fleass list what type of connectivity methods and mehnologies you are using
{or wilt use)?

4.7 Do you think that the spectrum and backhaul capacity vou have will mest
the demand of the loT needs?

4.8 Regarding the millimeter wave bands, do you think they will be useful and

meet the requirements of loT?

(9]
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Regarding regulating Licensing and Spectrum management, we Kindiy rafer fo

our answerto Q 4.1 - 4.3 above,

The Millimatre waves are not the right waves to carry o7, fo

waves and lower spectrum to provide the adequate coverage levels and to

guarantee longer battery life time.

4.8 ¥When do yvou think such developmant of mobile networks as mentioned
{in section i switching and roaming} will be needed in Jordan?

4.7 Is there any need for a reguiatory framework by the TRC to regufate the loT
roamting fssues?

4.8 Do you think that the current signed roaming agreemants are agpropriate
{o encowrags ioT servizes in Jerdan? Or do those agreements need update?
4.8 is your company welling fo dedicate SHs for M2M Communications? i Yes,
will the cost rates vary from normaf reaming services?

410 is there any need to draw a distinction between person-to-person
sommusications and 0T connected devices in terms of roaning?

411 Is there any nesd for the TRO to intervens in switching process,
mechanisms, switching mechanisms, and cost for the prpose of achieving a

competitive market for ioT sarvices? if rot; more explanation is needed.

Roaming generally is implemented through bilaieral agreemenis between
operators. Roaming has traditionally heen designed as a service to enable
foreign visitors fo continus to use their mobile service while fravsliing abroad—
Le., as a femparary service for an individual, facilitated by a host provider. For
0T, the roaming end user may be companies offering ioT services in foreign

markets, also facilitated by a host provider, so the connectivity is provided

Y
4
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through commercially negotiated roaming agreemants between mabile
operaiors, therefors, thers is no need for any intervention from regulator since
this would not be appropriate, as restrictive roaming regulations could deter the

profiferation and efficacy of loT.

Jordan will be a critical issue?

4.8 Are the competition regutations in Jordan sufficlent 1o handie the above
foT issua? Or 2 modification on the current reguiations is neaded? Or a new
separate reguiation for the competition in lo7 issues should be adopted?
Pisase slaborate on swwe details,

4.10 Is thare 3 noed for issuing market strustures and pricing schemes that
defines IoT services pricing and describing how oV can drive competitive
advantage through better information and more iocalized decision making?

Piease elaborate

At this relatively early stage of foT market development, 1t is not clear whether
there will be a need to modify the current compstition regulations. The major

issues that shalf be taken inio consideration is selling below the cost {price war),

these concems are generally similar in nature to the competition issues in other

{

s early

=

than loT arena, which again doasn't require speciiic actions at least al

stage of loT implementation.
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If you provide an o7 sarvices,

4.11 Do you have a policy for visibility and secure management of “Things” on
vour nztwerk {foday?

412 Are you noltecting management or visihifity information from the “Things™
on your network?

413 How are you collesiing seaurity and operations data about *Things” on
your network?

4.4 How would you rate your ability to provide security to the “loT” services?

415 What controls do you plan on deploying in the next 5 years Yo protect
against security risks?

4.18 What do you think the grestest sscurity threat to the loT will Be over the
next § years?

Regardiess ¥ you do or not providing loT serviges, plsase answer the

foflowing:

4,17 Who should take responsibility Yor managing the rsk imposed by new

“Things” conneciing fo the internet and the local network? And when is the

best Hme that to issue 3 regulation to protect seaurity’?

4.18 Do you think that thars is a need for security protection regudation o be

issued in the ciwvent time?

if No, when is the hest time that a regulation to protect security should be
issued?

418 Do you think that securing foT will dumand fo restructurs vour surrnt

organization’s security policies and directives? # ves please explain how ¥

Ko, how you are planning 1o handie ioT services and devicss security?

4.20 Are ypu dedicating Gateways, IFS, and Network monitoring systems fo
your connected “Things”? Or you are utllizing vour current Nebwork
infrastructure and systems?

| 4.21 What kind of encryption algorithims your organization uses for your network
i communications?

11
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Zain believes the security is vital to building and maintaining consumer
confidence in mobfle services to date, and wilf be as oritical to the success of
T connected services that have the potential to support and dediver
increasingly sophisticated and security sensitive services. We do have a very
high degree of securily, access control, and enforcement various privacy

paiicies.

The foT platform owner has the ful responsibility o make sure of their devices
security. The govarnment could impose minimum security standards on o7
manufacturers, leading them o make their devices secure even though their

customers dor't cara.

I you provide an foT services,

4.38 Do you have a policy for data privacy and protection of “lnT" services
today? # yes, how do you zpply this policy? And do your consumers
aware of such policies?

4.20 How would you rate your abifity to protect privacy of the “laT" data?

4.21 What controls do you plan on deploying in the next 5 vears to protect dats
privacy?

4.2200 you think that there is a nesd for data privacy protection regulation
specific for o7 services to be issuad?

4.23From your point of view, do you think customers and snd asers should
have any assurance of privacy when suhscribing 0 fo¥ servicas? i
yes, please meniion how

shouid this be achieved? f No, plrase slaborate.
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Zain already has weli-established data protection and privacy policies, which is
utilized i any curent and future arrangements with {oT platform and other

savices vendors.

However, ioT services {ypically invoive more parties than simply mobile
operafors, such as device manufaciurers, comparnies developing systems, and
onfine platforms providers, It is imporiant that privacy and data protection
procadures/protocols apply consistently acress all joT platform providers and

device manufaciurers.

it is very imporiant for the customers © be confident that the companies are
using thelr nornecied device data securely and in ways that protect their

privacy.

4. 23 {F you are providing lol servicss, what do you ave using to differentiate
the numbers uysed for o7 services-lis there any specific numbers or
ranges for lo7 services- please List & if ary?

4.24 Do you think that there is a nead for specifying 2 numbering rangs {in the
National Numbering Plan) for lo¥ services in the curres time?

¥ ves, Please suggest 2 numbering range for loT services,

4.35 Do you think that the lale migration to IPvS will it the loT expansion?

4.26 Do you agres 1o use a spacific cods (MOC) in IMSIs permanently for MM
services abroad?

4.273n case MVYNG, what are vour arrangements to snable them to use your

Natwork fo provide the ioT services o thelr customer inside the
Kingdom And culside?

4.28 What is the parcentage of Intarnst addresses using version six that

are used to provide foT services to those using version four in your
network?

4.38List and Clarify the percentage of the lo7 services interim thelr
identifiers that used by yvour network {IP address, MAC address ..} to
provide (o7 services?

4.30 &ny recommendation about the Addressing and Numbering for ot
services provided by nun-lelecommunication licensed companies?

-

(¢V]
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Zain suggests to have dedicated number range (s) for loT services taking into
consideration the number of MSISDN digits to meet the future growth and need.
i Hight of the huge number of connectaed within the mid t© long term, the
scalability is a consideration for addressing, so fhe current version of the
internet Pratocol (IPv4) is extremely limited, the new version {IPv8) being rolled
out by 18Ps arcund the world has enough addresses for almost any conceivable
number of davices. The transition from iPvd t IPvA has taken Ianger than
expectad, and policy makers may need to continue with progranunes o

encourage e transition in the medium erm.

in conclusion and based on the common best practices, Zain believes that the
regidator should suppaort self-regulation by ioT stakehclders since imposing any
specific reguiations at this early stage will limif the innovation, raise cosis,

disnourage investment, and harm consumers.

We welcome any further discussion with the TRC at their convenience of al

views and thoughts communicated in this response.



