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SECTION |
IF‘IWTATIDH
For

Procurement of Tender
TRC Tender# 2/2018

The Telecommunications Regulatory Commission [hereinafier “TRC™ of Jordan & the
Government entity that is responsible for regulating and ensuring the avail ility  of
advanced and high qualty Information and Communications Technology HCT) and
Postal services fo all users at reasonable and affordable prices in collaboration with the
Licensees that are responsible for the registration and documentation of the'mobile and
internet SiM cards, TRC in colaboraton with other concarned stackholders (the
Licersees and ihe concemed gavernment entities) are in the process of establishing and
deplaying @ secure, reliable and widely accepted intefigent Bidmyelric (finger prin) SIM
card registration and veriffication scltion in the most effective Mafiner that no longer will
be SIM cards false registration, reducing by that the llegal behaviors that may result from
registration of SIM cards with unknown users names, and to provide a reguistory
frarework for the regisirafion of all SIM Card ‘users, TRGCis soliciting proposals from
qualified and experenced biddeis to evaluate the SIM card Registretion & verification
intelligant solution In this regard according to the allached Terms of Reference. The TRC
Intends to sign an agreement with the selected bidder upon awarding TRCdecsion. The
Terms of Reference (ToR) herain comprisa the rgquiremenis fo be met by the selected
hidder in order to ensure a successfulimplementafion. The System will cover all Mobile
phone Operstors in Jordan (Both MND & MVNO), and will enable capture of detailed
eubscriber profiles and data including finger prints in @ manner that will faciltate
seamless intagration and verification of the mobile phone subscribers which in tusn will
serve as the primary source f idenlity verification of moblle phone subscribers.
A L1 o

1. TRC hereby requests Bids for the “Procurement of SIM CARD BIOMETERIC
FINGER <PRINT" REGISTRATION & VERIFICATION SYSTEM (SCBRVSY,
(heseinaftar “thegService’) baged on the provisions of these Tender Documents.The
ServigE il defined in Section (if- Terms of Refarance,

d paries may obtain further information and inspect the Tander Documenis
ng address:

The Telecommunications Regulatory Commission (TRE)
Shmeisani Area / Abd Al-Hamid Sharaf Street, bullding nc. (90).
P.0 Box: 841784 Amman 11194 Jordan
Tel: {+962)65501120
Fax! (+962)B56008290 or (+062)B5890830

E-Mail:tre@ltre. pov. jo

Official Office Hours
Sunday to Thursday, from 8:30am to 15:300m
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A complete set of the TandJnr Documents may be purchased by potential Bidders (or
their local agents) from the above address upon payment of non-refundable fee of
three hundred (300.D) Jordanian Dinars. Local companies who intend to become
agents to potential foreign Bidders may also purchase the Tender Documents.
However, in such case the Bids must be submitted by, or on behalf of, the concemad

Bidder. Local for polential foreign Bidders may not submit Bids under thelr own
NAMEs.

. TRC requires all prospective Bidders fo acknowledge receipt of these Tender
Documents. Potenlial Bidders must register in order to receive any subsegquent
amendments or other information regarding these Tender Documents. To
acknowledge receipt of the Invitation and fo register, send a written acknowledgement

by &-mail to fre@ire.gov.jo with the following information: ' Ty
:' l.-,_l_."\":-
ol
« Company name and address : "
= Primary contact name » Secondary coftact name
*  Telephone number = * E-midil address
*  E-mail address = Telephone number
*  Fax number ='Fax number

= Date and lime of receipt of these Tender Documenfs

.

e

. '_'.t
The deadiine for submission of Bids W the above address is 13:00 Hrs, local tme on
the date given on the front cover of these Tender Documents and repeated In the
Tender Schedule as set out In sub-Section 4.of Section lI{instructions to Bidders). Any
Bid received after the expiry of the desdline will be‘automatically disqualified,
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INSTRUCTIONS TO BIDDERS

In submitting thekr Bids, Bidders mbst respect all seclions of these Tender Documenis
Fallure to submit a Bid containing all the required information and documentation within
e deadling specified herain leads o the rejection of the Bid. Bidders subméting Bids
with material devialions from the requirements set out in these Tender Documents risk
having thelr Bids rejected by TRC.

s Definitions
In these Tender Documents, the fallowing tarms shall be interprated as Indl-v;a_ta-t.i.';

“Bid® means the offer that is compriged of the formal, fechnics! and ﬁnﬁlﬂt’ﬁ&éﬁnuma
prepared and submitted by the Bidder in response o the invitafion. to tender and n
accardance with these Tender Documents. " b ?

‘Bidder” means any party, which submits a Bid in response to TE_E_Z:*;‘i'enda I

“Board" means the Board of commissioners of TRC.

“Chalman” means the Chairman and CED of TRC.

‘Commissioner” maans any person duly appeinied io the Board of Commissioners of
TRC.

“SupplierWinner® means the successhul .IE_lﬁder who is sedeciad to supply the Servica
under Contract to TRC, :

‘Contract Form® means fhe form contained in Section VIl of the Tender Docurments:
1 .\.{ ; 1-:
"Contract Price” means the maximum price, as calculated in accordance with the
procecure described dn sub-Seclion 28 of Section [l of these Tender Documents, and
payable fo the Winner under the Contract for the full end proper pedormance of his
contractuzl obigations’
| "

“Contract™ .-"" he agreement having enterad into batween TRCand the Winner, as

e 1 i Lontract Form and signed by the parfies, including all attachments and
dices therelo and all documeanis incorporated by referance thersin:

W

a

':fj?%ﬁan Committee” means a speclal commites formed by order of the Chalman
upon the recommendation of the Tenders Committee, to have the responsibiity of
assisting the Tenders Commitiee in evaluating the Bids in accordance with the
procedures e herein, or swth other procedures as justifled and authorised by the
Tenders Commitiee, and reporting its findings to the Tenders Commitiee.

“Local Agent” means an entity, formally registered in Jordan, which is associated with a
foredgn Bidder and which entity performs the functions of the local agent as et out in
these Tender Documents, including in parficular the formal purchasa of the Tender
Documants on behalf of the foreign Bidder

“System” means the SIM CARD BIOMETERIC "FINGER PRINT' REGISTRATION &
VERIFICATION SYSTEM (SCBRVS)
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I
*Service’ means the SCBRVE and all 3erwmts] requred n the fulfiment of the
Contract, including, but net limited o, the provision of written and verbal advice,
writtenreporte and presentations,formulas and calculstions, data, dizgrems, charts and
piciures, electronic documents, models and tools and any other such materal or
servicas;

Tenders Eummitﬁaa‘ meEns a permmanent TRC fendering commitize

“Tender Documents’ means all the documents that ere incorporated in the cwrrent
mwitation to tander;

"TRC" means the Telecommunlcations Regulatory Commission of Jordan.
“ISA" means Information Securiy Annex
“SLA" means the Senvice fevel Agreement

General Terms

TRC will eanclude the contrac! with the Winner. The Winner shal Earmply with ail related
Regulztions, Directives, Reguirernants, Instruciions, Statemeants Elni;l Tmelines issued by
TRC.

These Tender Documents do not commit TRC io Enter irte any esgreement or similar
undertaking with any of the Bidders. The TRC Tendere Committes will be responsible for
evaluating responses to the Invitation contained. hersin The Tenders Commitiee
reserves the right o rejec! or sccept any Bid or offer, in whole or in part (eg. any
component of any proposed solution) for any reason whatsoever. In addition, the
Tenders Committes is under no nhﬁga.ﬁnn whatsdaver o accept the lowesl price offer,
TRC may suspend or lerminate the Terrﬁ__ur process at any time ai its sole discrefion, and
TRC makes no commitments that {Rig process will resul in & business h-anaaﬂlun for
anyona. These Tender Documenis do not constitute an offer by TRC.

The safekeeping of the Bids will be maintsined on TRC's premises. The Tenders
Commiflee will maintain-the confidentiality of Bids submitted to it pursuast o the
Invitation contzined herein. The Tenders Commites will agree upon further guidelines
regarding the-sharng of information related to the submitted Bids if this becomes
necessary fof the proper evaluation of the Bid or Bids. In fhis confext "sharing” means
sharing | w Officers and Staff of TRC outside of the Tenders Committee.
Qfﬂs &fidl Board members warking on the Tenders Committee will be bounded by
confidentiality requirements and will not share any portion of these Tender
[:n::u: in advance,

All information conlained in these Tender Documents s considered fo be the exclusive
property of TRC. Reciplenis of these Tender Documenis are nol to disclose any
information contained within these Tender Documents without prior approval of TRG
unless such information is puiblicly evaltable. These Tender Documents sre provided for
the aole purpose of enabling the Bidder fo develop a response.

Page [ 8




2. Tander Documents

The Services required, Bidding procedures and confract terms and condtions  ane
prescribad in the Tender Documents which comprise:
I

SECTION I INVITATION

SECTION II: INSTRUCTIONS TO BIDDERS

BECTION Ii; TERMS OF REFERENGE

SECTION Iv: GENERAL CONDITIONS OF TENDER
SECTION V- STATEMENT OF COMPLIANGE

SECTION W1, BID FORM AND PRICE SCHEDULE
SECTION Wil BID GUARANTEE BOND FORM

SECTION Vit CONTRACT FORM

SECTION [X: PERFORMAMNCE GUARANTEE BOND FORM

L

'lII

The Bidders are expecled fo examine all instructions, forms, corgifiofs and
specifications of the Tender Documents Failure to furnish all infdrmation required or
submission of a Bid not substantially responsive io the Tender Documants will be at the
Bidder's risk and may result in the rejection of his Bid. T P

& Contacting TRC

All contact with TRC, its employess and  the Winner concerning this tender shal be
conducted in strict accofdance with the manner and, conditions ==t out in thess Tender
Documents.

Lobbying in any fashion or attempling to directly contact sny member of the Tenders
Committes or TRC is strictly prohibited: Fallure to comply with these rules may resul in
disqualification and a ban from participating In'any subsaguent or future tenders

4, Tender Schadule

1 -

This Tender process will bz 'cpnducied in accordance with the following schedule. If a
compenent is delayed, the rest of the schedule will likely be shifled by a corresponding
period of time. TRC reserves the right to amend any time period as required and
appropriste .TRC wlllxm:.a its best endeavours to keep Bidders infarmed of any sianificant
aterations to the schedile, which is set out below in fhe teble of everts

';-.ll.‘_l- [‘.\"E-.\,. _:;'.

\.\‘:n:_ =

LY L'

At
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Tabln of Events

Tender Frocess Stage Due Date (sublect to
| National Holidays)

Starting date of tender process 11/03/2018

Dreadline for requesis for clarfications 207037 2018

Response to requests for darifications published = Nows) zsm:ahma

Presantation By Bidders 271132018

Deadfine for submission of Bids 13:00 Hrs, local time. on N
11/04/2018

Opening of Bids 15:30 Hrs, loca! lime, on

i 117042018 W

Complstion of the evaluation of the Technical Offers 26/04/2018

Opening of qualfying Financial Offers Eapﬂgﬁlfﬂ:

Completion of the evaluation of the Financial Offers. OE/DH2015

Anncuncement of the succassful Bidder (the W’inner]? 1Fhf:f|-54*ﬂﬂ1a

and the nofification of unsuccesfull Bidders. § .

Deadiine for Appeals \ 16/05/2018

Euﬂrmar;nemam of Contract Negotiations Q7052018

Cantract Signature SW0S2018

Commancement of Service ' Mo Later than 301052018

Completion of Service i Mo Later than 30/05/2019

it mas of 12 manihs from tha sarmvnancoment af Sarvice dale]

Bidders should nots that il dsies in the above teble are target dates and the TRC
reserves the right o amend any such date as required and approgrigte. The TR will use
fis best endesvours 10 keep Bidders infommed of any significant alterations to the above
schedule L

Note-1: | the Nt that date-related information given in any section of the Tender
ﬁﬁmj E /

Docum of 2iign with the Tender Schedule ss given above then such
provigs Tender Documents will be read and construed so as 1o comply with the
te ule given above This applies lo all fimings and dates whather expressed as

(e.0.) or relative dates (e.g. “within 15 working days from..." efc).

“Note-2: TRC may response to requests for clarifications during the presentation by
Eidders.

5, Clarification of Tender Documents

TRC will accept written questions retated to the Tender Documents from praspective
Bidders. All guestions mus! be submitted boih in written { official letter) and by e-mall to:

biometric@ire.gov.jo.

In accordance with Section |, questions will be accepted until close of business on the
date given in the table of events for the Tander Schedule,
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Telephone calls wil not be accepled under any circumstances. In no event will TRC ba
responsbie for ensuring thal TRC hes received prospective Bidders' requests for
clerlficatons. Bidders are at the liberly of requesting a delivery confirmation rapor from
lheir emall service providers

TRGC will endeavour fo provide a8 1Lr|ely response to all questions reasonably luhmi.‘ta:l
However, TRC makes no representation or warranty as to the completanass ar accuracy
of any response, nor does TRC undertake lo answer all questions asked Guestions will
be answered via a clarifications dosument pubshed on its websile Wiy IrG. qov_jo on the
date sef out In the above tender schadule. The slarfications document will also be sent
via @-mail to all parties who have registered In accordance with Seclion |, sub-Section 4
of these Tender Documents, The identity of the originator of the clarifying questions will
not be disclosed in the clarification document.

6. Amendment of Tender Documents e ‘: '

If TRC deems |t approprate o revise any part of these Tender Documents<or fo issue
additional data fo clarify an Interpretation of any of the provishons. of these Tender
Documents, TRC may Issue amendments to these Tender Doguments. Afan amendment
is issued, it will be provided to all persons who have registered uRder the provisions of
the Tendar Documenis. Revisions to the Tender Dn-c:ment.s:“.‘ include amendments,
additions, responses 10 guestions from individual potential . Bidders and any cther
changes to the Tended Documenis made by TRC during the period following issuance of
the Invitation and prior to the deadline for submission of Bids

7. Eligibility, Sub-contracting and Local Presehce

This fender process s open fo all legel enfifies and groups of companies and
congartiums established in Jordan or sbroad who are qualified to perform the work and
calivar the required Services, . 1
Fm |
An enlity may submit 2 Bid as a single'entity or decide ¥ collabarate with other eniities to
enhance its offer and submit a Big gither by submiltting a joint Bid or through Partnership.
Wy

f o
Single Entity Bid —a Bid submitied by a single quaified Bidder. If awarded the Contract,
the Bidder will sign the Conlrsct with TRC and shall assume full liability towards TRC for
the performance of the Contract. All relevant forms must be completed and all required
gecarations shall be mada and the Bidder shall provide all relevant information in its Bid,
In eircumstarices whers the single entity bidder is a foreign entity, then the single entity
bidder Mﬂg&m alocal agent or establish a registered office in Jordan,

Joint Hfﬂfﬁ'ﬂiﬁnrﬁum] = & joint Bid & &n offer submitted by a group of entities and or
coffpagies who have affiliated 1o provide an enhanced offer (such atiliation is hereinafter
refers as a "Consortium”). The Consortum shal nominate a lesder thereal, so that
all correspondence betaeen the TRC and the Consertium will be through the mentioned
leader. Members of such a Consortium will be considered as partners ina single B and,
if awarded the Contract wil have an equal standing before TRC in exsculing the Contract
and ghall assume joint and seversl llablities towards the same for the performance of the
Coniract as a whole. Al references in these Tender Documents to a Bidder shall be read
and constrsed so as to apply to the jeini Bidders collectvely for the particular case of
Consaorfiume  submifting joint bids, however each member shall individually and
saparately make the required declarations and provide all relevant Information as
required under Covering lefier (41, AZ and A3).

In all cases the Bidder, whether a Single Entity Bidder or a Joint Bidder (Consortium ),

should have an officially registered local office in Jordan; otherwise, the Bidder must
appoint a local agent officially registered in accordance with the Jordanian Companises
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Law. The local agent shall act as s faciltalor and & local point of contact with the
BidderWinner and In particular for he period during which the Winner praovides the
Services. Bids that are submitted without the mdication of a local presenca (local office
or local agent} shall be rejected. In circumsiances where g jeint bid contsins one or mare
losal (Jordanian regislered) pariners, then it is permissible thal one of those parinars be
apponted ag the | agent

All Bidders are required to provide in thelr bida the full contact details of their regisiered
affice in Jordan, or their Ioczl agent in Jardan as the case may be.

Subcontracting— a bidder, whether Single Entity Bid or Jaint Entity Bid, is permitted o
appoint one or mare subcontracior(s). Any such subcontractor rust be clearly identified
in the covering letter submited with the Bid (See sub-Seclion 16 — part A of this Section
). However it should be nated that 1) 8 subcortractor does not have, direct:llability
before TRC in the pedormance of the contract. The Bidder {whether acSinghe Entity Bid
or & Joint Bid) will 2ssume full lability for the actions, or non-actions, p-aﬁnih'l.alﬂebr nan-
performance of any subtontractor named in Its Blg; and 2) subcontracting is fimited to
25% of the Conlract Price excepl the Hardware. A copy of the smboontracts) (or
equivalent desuments of intenl) enlered into between the Bidder and.ihe subcontractor(s)

shall be included, in confidence, in the Bidder's Financial Oiffar, Ne financial information
is to be included in the Bidder's Technical Offer. :
a. Cosi of B

The Bidder is raspansble for all costs associated with'he preparation, submission and/or
presantation of s Bid, including any additional cost resulting from the modiication or
cancellation of the lender process afler msusnce by TRC. TRC andior the
operalors/sendice providers andlor the  Tenders Committee will not, undar any
tircumsiances, be responsible or lizble for thise costs, regerdiess of the ouicome of the
Bidding process. s 8

9, Concise Bids

TRG discourages long orcastly Bids, Bids must be prepared in & straightforward and
concise manner. Unnecessarily elaborste brochures or other promotional materials
beyond those sufficient 4o present the complete Bid are not desiked snd may be
interpreted as an indloation of the Bidder's lack of cost consciousness. TRGC ‘s principal
inferest in this regard lies in the quality and responsivensss of the Bid. The Bid should
minimise w of paper and pages used In 2ccordance with the following:

%25 of the Technical Proposal to be submitted in hard and soft copy

pies of the Financial Proposal to be submitted in hard and soft copy and
esented in a well-defined tabls farmat

’ papgas showid be numbered (pageffotal number of pages) in the footer

* Al conternt should be related only to the Services

* Project plan: to be submitied slectronically using Microsoft Project Software”.

10.  Realistic Bids

Hids must be reslistic and must represent the Bidder's besi estimate of time, materiak
and ofher costs. No hidden costs are aliowed. TRC shall bear no responsibility or
Increased obligation for & Bldder's failure to accurately estimate the cosis or resources
reguired io meel the obligations defined in the Bid.
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11. Language

The Bid and all comespondence and documents relating to the Bid exchanged between
the Bidder and TRC shall be written and In the Engligh language. Any supporting pre-
printed cocuments, such as com brochures ste, which are furnished by the Bidder,
may be written in another language as long as such documents are accompanied by an
English translation. However, Arablc language is scceptable in case of Supparting
decuments (company registration farm, financial statements, and any supporting pra-
printed documents such as company brochures ete).

The language of the project shall be the English anguage and all retated work including
but not imited to all technical repors, papers, plans, status reports, raining malerials,
presentalions, user guides efc. shall be defivered in the English language only. R

132, Preparation of Bids

The Bid shall be typed or written in indelible ink and shall be algﬁ;;d.l_::-y the Bidder or
person{s] duly authorized. Al pages of the Bid ghall be rumbered and endorsed by the
Bidder or stamped with the Bidder's offizial stamp, ; ;

Bids should be submitied withoui emasure, alteration, delefion ar-aodition. [f this i8 nof
pessible and i necessary, the Bidder sheuld sign next to any erasure, alaring, deletion
or addition.

Bids that are not duly signed or stamped, or suhlnrrtm:l incomplele or ambiguous ina
manner that impedes evaluation, will be subject to disqualification.

All bidders are requested to deliver a lechnical présentation to the Evaluation Committes
price lo the Deadline Date of the bl submission in which esch bidder Is requesied i
prezent & brief description of the propcsed Syslem structure, The Evaluation Commiltes
will provide a brief explanation of the 'System during the prasentation that the bidder's

may need to know prior iotthe g._uthn'rualnn of his offer. i s necessary 1o note thal no
uld.be  disclose iscussed or  mentioned dwing the

financial Inform gtioe hl:ﬁ.'l'ld""

13.  Deadline for the Submissian of Bids

Bids must Pa:émceiqm no later than e time and date specified in the table of events far
the Tende > FQEJ e a5 set culin this Saction Il sub-Section 4 of the Tender Documents,
TRE mayiat iis discretion, extend the deadiine for submission of Bids by an amendment
inwhig ?I%E all rights and obligations of TRC and the Bidders previously subject fo the
deadlingwill thereafter be subject io the deadline as extended.

Any Bid submitted afier the deadline for submission of Bids will be rejected and refurned
unopanad {o the Bidder,

Bids received by fax, or e-mail are nat scceptable.

14.  Period of Validity of Bids

Bide shall remain valid for one hundred and twenty (120} days afier the deadiine for
submission of Bids, In exveptional circumstances, TRC may solicit the Bidders' congent

to an extension of the period of validity. The request and the responses thereto shall be
inwriting. The Bid Guarantee Band shall be extended sccordingly. A Bidder miy refuse

Pags | 13

e




the request witheut forfelting his Bid Guarantee Bond. A Bidder granting the conzan will
nod be required or parmitied to modify his Bid

15.  Documents Comprsing the Bid

In orger for the TLmIEra Cemmitlee 1o evaluate Bids faidy and completely, Bidders must
adhere 1o the format set out in these Tender Documenis and provide all information
requested. Fallure 1o furnish sl Information required or & submission that i not
substantially responsive to the Tender Documents will be &t the Bidders risk and may
result in the rejection of this Bid.

The specified fomat for the Bid is intended lo faciltate its evaluaton. The Tendars
Commitiee expects to utiise the information provided in specified sections of the Bids as
the primary souce of information in scoring & paricular item, Hewever, the_Tenders
Committes may apply information scquired from references, site visis, any, porion of the
Bid. or olher sources lo score a particular category. O e

The Bid prepared by the Bidder shall be comprised of various dmuﬁqa_ntu. nrg.anlaud inio
three parts as follows: T

Covaring Page
The Covering Page must contain the following information:

Identity of the project - "Precurement of SIM CARD BIOMETERIC REGISTRATION &
VERIFICATION SYSTEM (SCRYS)"

Mame of the Bidder Fx

That a Bid Guarantee Bond is sgdbmitied in this Part A

Name and tile of the person.fo be contacted concerning the Bidder's Bid,
Fhone number, faxnumber and e-mail address of the Bidder's contact persan
Date of the Bid v

Proposal version number if applicable

Bid Guarantee Bong
r
A Bid Ei rrgl'ﬁen_ve nd in a value naf less than three percent (3%) of the Bidder offer

price d in this part A. No reference o the exact quanium of the Financial
frade. Failure to submit the required Bid Guarantee Bond in this part A wil

m thedisqualification of the Bid,

Covaring Lot

The Bidder Is required to submit a covering latter an the letterhead of the Bidder signed
by a person or persons duly authorized to act on behalf of and bind the Bidder. The
covering letter shall exprazsly ziate that:

’ the Bidder certifies that @ will comply with all terms and conditions sel out in these
Tendar Documents;
. the Bid iz valld and open for acceptance by TRG for a period of not less than ane

hundred and twenty {120) days from the deadline for submilssion of Bids as sed
ot in the table of events for the Tender Schedule: and
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' & Bid Guarantse Bond in a value nof less than three percent (3%) of the Hidder
affer Pries is submitted along with the covering letter in this Part A No reference
to the exact guanturm of the Financial Offer shall be made.

The covering lefter must also intreduce the Bid and cerlify that the Bidder! mests the
necessary qualificetions required to respond o these Tender Documents and o
accomplish the needs identified therein. The covering lefter must also idenfiy any
proposed subcontractors and certify that they also meet the neceseary qualifications
identified in these Tender Documents.

The following Qualification Documents, as a minimum, shall sUpport the covering letter:

A11 A compleied Stalement of Compliance in the form shown in Section 'V of the
Tender Documanis, signed on behalf of the Bidder by a duly authorized pErsan or
pErsons. 3

A.1.2 A completed Technical Matrix Cornpliance Form in the form ehowriednnax B of
the Tender Documents signed on behalf of the Bidder by a duly authorzed
PETEON OF PErSons. L

AZ  Documents establishing the Bidder's eligibility to submit a/Bid and indicating that
the Bidder is financially and technicaly quslified to perform the Contract.

a) Bigder's igentificallon shest, staling corporste name, address, contact
numbers, legal status and tax registation number.

b} Certified copy of the Bidder's certificate of corparate registraticn.

c] Statement of accounts (Le. balance sheet, income and cash flow statemants)
including annual twurnover, profit and the average of cash and cash
equivalents for the lasi m[ﬂ_ytam.

d) Detsils of experiance wiﬂ"r:respent to the project including detalls of previous
profects In this“field, - The Bidder's description of previous projects shall be
accompanied by written referances from previousicurrent custiomers,

e} Decl&tmlﬁ'ﬁ of nat being under bankruptey procedures, comvicted for financial
erimes, mbney laundering, efc

1 5
A3 r%; inal of an cfficial statement evidencing the authority of the personis) signing
& letter and cther documents submitted with the Bid, which require
Vi ife on behall of the Bidder.
o "‘h

By suﬁﬁ@sinn of @ Bid, Bldders are signifying acceptance of all terms, conditions, and
requirements confained in these Tender Documents and its adtackments unless
specifically noted fo the contrary and explained in the Bid. Any sxceptions must be
described in the covering letter in a separate paragraph clearly identified as an exceplion
paragraph. Bide may be subjest {o rejection if they bmit or modify any of the terms and

conditione or specificalions of these Tender Doouments.

Bart B: Technical Offar

The Bidder shall provide a separaie binderfalderfie gefting out the Technical Offer, The
requirements for the Technical Offer are fully defined in Attachment 1 to this Secsan |1,
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Part C: Financial Offer

The Financial Offer, which i& 1o be presented in a separate binder, shall be sealed in 2
saparate envelope thal is clearly marked "Financial Offer”. The Flnancial Offer shall be
unconditional and must be signed by a duly autharized represantative of the Bidder, Ay
Financial Offer, which Is incomplete or unsigned by a duly authorized person(s), shal be
rejected,

The Financial Ofer shall monsist of:

il Bid Form and Price Schedule as shown in Section V1 of the Tender Documenis
signed by the Bidder or pareonfa) duly autharised by the Bidder. The Bidder shall
submit a total Bid amound, In the Price Schedules ilemised as set out In
Section Wi, .

C.2 I applicable, a copy of any subconfracts) formed between the Bidder and its
subcontractar(s), i S

16.  Sealing and Marking of Bids
The Bidaer shall submi his Bid in the form of:

A Cne (1) original, on paper as well as on CO-ROM, and one (1) copy clearly
marked “copy”, on paper ss well as on CO-ROM, of the Covering Letter and
Cualification Documents Bs described In sub-Section 15 above, The Bidder shall
seal the crigingl and the copy of the Covering Letter and Qualification Documents
in 8 separate envelopa clearly marked “Covering Letter and Qualification
Documenis — Original ang Copies’. in the event of any discrepancy between the
ariginal and the copies, the caginal shall prevail

B. One (1) original, on paper as’-fp_éll as an CD-ROM, and slx (B) copies sach clearly
marked ‘copy”, on paper as'well as on CD-ROM, of the Technical Offer, The
Bidder shall seal '“‘b&g{ﬁal and each copy of the Technical Offer in a separate
envelope clearly"ma Technical Offer - Original and Coples”. In the event of
any discrepancy batween the original ard the copies, the arigingl shall prevail

C.  One (1} original, on paper as well =5 on CD-ROM, and one (1) copy clearly

marked “copy”, on paper as well as on CD-ROM, of the Finencial Offer. Thea
,shailfseal the original and the copy of the Financial Offer in a separate
lopesslearly maked “Financial Offer — Original and Copies”. In the event of
iy distrepancy between the onginal and the copies, the onginal shall prevall.

i, L
All h}niﬁl.:al envelopes shall then be sealed In an culer envelope, The inner and outer
envelopes shak
- be addressed to TRC st the address given in the Inyitation for Tender;
- bear the Tendar namae, title and number indicated in the Invilation for Tendar; and

- indicaie the name and a complate and precise address of the Bidder, incuding the post
office box number, telephone, facsimile and telex fo be used for correspondence
purposas with respect to this tender.

If the outer or inner envelopas are not sealed, TRC will assume no responsiility for the

Bid's misplacement or premalure opening and the Bid shall be disqualified and refurned
fc the Bidder.
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|
' I
The Bidder shall notify TRC in wriing about any change in hiz address, whareas all
cormaspandences that used the last available address and were sant by mail wil be
considerad as if they have been defivered actually and on time

17.  Medification and Withdrawal of Bids |

Bidders who have already submitted Bids may modify said Bid only up to the deadiine for
submission. However, in such circumstances, the entire Bid package must be
resubmitted, Modified Bids must be submitled in complete accordance wih the
requirements governing submission of the original Bid including the reguirements for
paper and elecironic copies as well as the required Bid packaging and segling
procedurss.  Submission of only the modified perions will not be accepted and anly the
original Bid will be considered,

In additicn to the previously atated labelling requirements, the package nm&eih‘hf Tor
the madified Bid must be marked "MODIFIED" along with the date modif; ‘on:the front
of the package b 4

The originally submitted Bid will remain the praperty of TRC. AN Bids submitied wil ba
kept safe in TRC's files. The previously submitied Bid versions will net be considered ifa
qualifying modified Bid has been accepted by TRC. :

Bidders may withdraw their Bids at any time prior fo tha deadline set for receipt of Bids by
submitting a written notice to TRC. Thereafter, all Bids will constitute firm affers, subject
o negotiation and execution of the definitive documents that will remain open and cannol
e revoked, withdrawn, or modified by the Bidder for a period of 120 days thereafter.

18. Bld Prices

All prices In the Bid Form and Price Schedule shall be quoted including all sales tax and
income tax withholding. All prices shall be quoted in figures and words.

The offered prices shal be considered fo be nolusive of all costa.  Prices quoted by the
Bidder shall be fixed duririg.the Bidder's performance of the Contract and not subject 1o
variation on any accounl -4 Bid submitted with an adjustable price guotation will ba
frested as non-rasponsive.,

The Bidder should ‘tske inte consideration that a foreign Bidder shall be entirely
responsible for all taxes, fees and duties Imposed outside Jordan. Payments mage o a
foreign Bidder,shallibe subject {0 a withholding of income tax from sach payment in an

Heselifg ten percent (10%) of thal payment the withheld amounte shall be
fnm,;g' e o ther Jordanian income tax authorities. TRC wil provide the Bidder with all
regsonebletgssisiance to secure a cedificate of tax payments made in Jordan to the
dnrdanTm incoma tax authorities,

18, Bid Currencles

Pricas must be quoled in Jordanian Dinars (JOD). Simiary ail rates listed in the Bid
Form and Price Schedule {See SECTION V1) must be expressed in Jordantan Dinars,
Any bid quoted in a foreign currency will be disguaified

20, Bid Guarantes Bond

The Bidder shall furmish, n part A of his Bid, 2 Bid Guarantee Bond in a value not lass

than three percent [3%) of the iotal bid amount B3 submitted in the Financial offer
{including sales tax and income tax withholding)
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The Bid Guaraniee Band shall be denominated in Jordanian Dinars and ghall be in the
form of certified cheque or unconditional bank guaraniee issued by a bank licensad and
operating in Jordan in the form provided in Seclion VIl of the Tender Docurments and
valid for one hundred and twenty (120) days from the date of the deadine for submission
of Bids. |

The Bid Guaraniee Bonds will be returned 1o unsuccessful Bidders ae soon as possible
after awarding iha Contrect to the successful Bidder,

The successful Bidders Bid Guarantee Bond will ba returned upon the successful Bidder
furnizhing the Performance Suarantee Bond to TRG,

In the event thal a Bidder is unwilling to accept an invitation by TRG o extend the validity
period of his Bid (in accordance with sub-Section4 of this Section 11}, the associgted Bid
zuarsntee Bond will be returned to the Bidder as soon as is practicable thereafir.

The Bid Guarantee Bond may be forfeiled in the following cases:
. If the Bidder wihdraws his Bid during the perid of its validity:

. In the case of the suceessful Bidder, f the Bidder fails: y

e

(i} to sign the Contract within twenty (20) days &fter receipt of tha Cortract Fom;
or

(i) to furnish the Perfiormance Guarantes Bond,

21, Proposal Contents

All Bids, deliverables, documaents, spread sheets, plans, caloulations, drawings, data and
other material submitted to TRC in felation with the delivery of the Service become the
propedy of TRC upon submission jahd may be returned only at TRC 's discretion. Any
languzge in the Bidder'sBid that declares a restriction in terms of confidentiality or
cwnership of the Bid or defverables and documents submitted o that impases any other
restriction on their use or disclosure shall not bind TRC unless TRC accepis the said
resirictions in wrru'ng._%

& 1" EVALUATION PROCEDURE
r:l..é\v‘k;-":i.
22, Ovarview

The purpose of this section is to define the process by which Bids will be reviewed,
eveluated and scored. This seclion further defines the process by which TRC will anter
into negotiafion with the successiul Bidder, execule contracts and provide notice 1o &
Bidoers, It also defines the appeal process.

Bidders may not restrict the rights of TRC nor qualify their proposal in any manner. If a
Hidder doss s, TRC may reject tha proposal TRC reserves the right to choose a Bidder
based on the skilis, qualifizations and experience of the Biddar, the merit of the Bid, and
the Minancial arrangements proposad by the Bidder,
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TRC reserve the right to select one ar mare Bidders wiih which to enter into negalialions.
The scoring described hersin will be used for selecling cne or more Bidders for the
purpose of conducting such negotiations.

3. Procedure | |

All submitted Bids will be evalualed In accordance with a three stage evaluation process
as follows:

Stage 1: Qualification. Duwring this stage TRC will assess the Bidder's financial standing
and its experience in delivering similar projests in other countries. Any Bidder who In the
opinicn of TRC dees not have suffisient financial stebilly andéor falls to demansirate
significant and valid experience will ba eliminated at this stage. TRC's evaluation will, &l
this stage, focus an the doccuments and infarmation set out in sub-Section 16 — Part A
above P, -
Stage 2: Technical Evaluation. During fhis stage, TRC will evaluats ihe Bidder's
Technical Offer In accordance with the procedures and time-table 58t ouf herein, TRCs
evaluation will at this stage, focus on the documents and information sed out in sub-
Section 16 — Part B above. Pt

Stage 3: Financial Evaluation. During this stage, TRC will' evaluate the Bidders
Financial Offer in accordance with the procedures and time-fable set out herein. TRC's
evaugtion will al this stage, focus on the documents and information set oul In sub-
Section 18 = Parl C above, ,

Wote: TRC reserves the right to apen and evaluats the Technical and Financial Offers of
the Bids at the same fime whenever it is deemed fo be necessary andfor useul,

24.  Opening and Qualification of Eidg :

The TRC Tenders Committes '.I'ﬂ'll_.']i;'.-ﬁl:irm the opening of the Bids, The Bids will be
opened at the time and dale sal.__n_ui'ln the table of events in the Tendar Scheduls or st
some other time and datef*a2 sefby TRC and communicated o all Bidders. The Bidder
or his authorised represertafive may attend the opening of the Bids.

L&
The Tenders Emmmﬂ]lj first open the envelopes containing the Covering Leter and
Quakification Docum (Fart A). The name of the Bidder will be read boudiy and
recarded by the segretary to the Tenders Committee. The existenca of the Bid Guarantes

Bond wil ‘%r:&%amd Itz deteils will be declared. The Tenders commitiee will then
nominale a lion Committee whose function will be to assist the Tenders
Giﬁpﬁ' n the evaluation of the Bids, The Opening sesslon will thus be closed.

e
Sub ugntly, the Evalustion Commitee will inspect the Qualification Documents o
ensure that the Bldder is qualified io enter inlo a contract with TRC and to report its
findings to the Tenders Commiltes. In the event that the Tenders Committes considers

the Biddar not to be qualified, the Bid will be rejected and Technical Offer (Far B) and
Finarcial Offer (Part C) will be returned to the Bidder unopened.

For those Bids that have been accepled as ‘gualified”, the envelopes containing the
Technical Offers (Part B) will be opened and the members of the Tenders Commitize will
initial the original of Technical Offers. Al coples of the Technical Offers will then be
passed io the Evaluation Committee for subsequent evalustion.
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25. Clarifications, Interviews and Presentations

The following sub-sections describe the evalustion metheds that the Tenders Committes
andior the Evaluation Committee may employ in the evaeluafion of a Bidder's Bid and
reference inquifes,

|
Clarification of Bids

In cases where TRC requires clarification or wishe to eliminate confusion on any aspact
of a received Bid, TRC may commence written communication between TRC and the
applicable Bidders(s) concerning the comlents of the Bid(s). Bidders who are s
contactad, will be requested to provide a written response within a stafed period of time,
Affected Bidders may not use their clarification response to secure a materlal or
substantive chanpe to the overall substance of the Bid and/or to the price.

I elreumstances where TRC decides that Il would be beneficial t:_lﬁehTE‘r:-and.fm io be
interviewed by the Evaiation Committee regardless of any other prévious interviews
andior Presantations ( if any) . Y
26.  Evaluation of the Technical Offar
The Evaiuation Commiltee wil eveluate the Technical Offers. for compliance with a1
requirements sel oul in Section Ill- Terms of Reference (Section 11} - and any other
refevant provision of the Tender Decuments, I
The Bida will be evaluated using the following Eum‘ln_g criteria;
A “Tachniczal Offer”

* Technical Offer Evaluation -50%

v LUnderstanding |:_|t_ thllﬁ_l'pmj&:*t requlrements - 5%

* Clarityin ﬂredﬁesctlpui:ﬂ of the services and deliverables to be provided - 20%

»  ProjectQrarisstion - 5%

F;’I'nﬁut Plan and Timescale — 10%

uma%mg of the Project Reguirements - 5%

The Bids will be scored by evaluating whether or not the Bidder demonsirates a tharough
undersianding of the projec! Based on the qually and visbility of the submited Bid.
Qther criteria considered in this area will be whether or not the Bidder has grasped
pertinent isswes, dentlfied polental problem areas, understands the deliverables, and
understands and accepts TRC's terms and conditions and schedule requirements. A
demonstrable lack of understanding of the project could cause the Bid fo be eliminated
during the early review process.

~LH I .
provided - 209
An evaluation will be undertaken of the extent o which the Bidder has clearly and
succinclly described the services fo be provided, the methodology to be sdopled in ordar
to deliver the services and the deliverablas to be provided 1o TRC
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Project Organisation - 5%
Ar evalualion of how the Bldder has organized the project, will be used to scorm the Bids,

Propoged Project Plan and Timescale - 10%
The Bids will be scored by evaiuating the credibility of the proposed project plan and
Umescale. The Bid must outline how the Bidder will fulfil the Cantract by providing details
of:

* The formal project management methodologies that will be used by the Bidder

= A realistic project plan with identified miestones and delivershies

= A gomprehensive project organisation structure

* Procedures and methods used for project communications, risk mianagement.

Exper ack record | iweri i imilar nat -

This categery holds the highest individusl ssere weighting. The Bidder must set out full
details: of its experlence and track record in this regard, The Bid must demonsirate and
document the relevant expertise, education, availability and experience’ of tHis proposed
personnel ta be assigned and available fo work on this project. Epm'!ﬁ,r,-:gl'bt.l;.ﬂm BEid musl
demonsirate how the Bidder's pasi performance can cantribute to the €uccess of this

project by including: :

= Personned with strong knowledge in performing the project:

= Personnel with 2 demonsirated understanding of the regulatory challenges facing
TRC ¥ i

= Written references from previous TRC.

B. "Financial Offer”

Financial Offer Evaluation -40%
Threshold for Bids of scceptable Quality

The Technical Offers recelving = telal technical scors of less than fifty-skx [56)
percentage points will be deemed tobe of insufficient quality and shall be disgualifisd.

Tachnical Offers recehing Tél_.:'ft'e;iwhrui::ﬂl score of fiffy-six (58) points or above will be
deemed o be of sufficient quality and the Bid will be considered as valid.

The Evalustion Committee will submit a detalled svaluation report. including & Bidder
shortlist based on the above criteria, to the Tender Committee for review and approval.
27, qﬁiﬁ‘ﬁ 3 er Evaluation

& o v

Thié |n;$ﬂﬂgr Offers of the Bids for which the Technical Evaluation Committes and the
Te miles determinad the associated Technical Offer to be of sufficient quality
and thus still valid will be opened at a time and date set by TRC and communicated 1o all
Bidders. The Biddes or his authorised representative may attend the opening of the
Finanalal Offers.

The Chairman of the Tender Committee will announce the name of each Bidder and the
total price computed by the Bidder and stated as the maximumn contracl valye on the
Price Schedules for Services (See Seclion V1), will be read loudly and recorded by the
secretary of the Tander Committes. The Financial Offers opening session will be closed
when all bids have been read loudly and the maximum Contract Price recorded,

The Evaluation Committee, in accordance with the following process. will conduct the
evelualion of the financial offers.
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The Financisl Offer represents the remaining 40% of the fotal Bid score. The lowest
Financial Offer” will recaive the maximum number of points sllacated in this categoary.

The Evaluation Committee wil check all calculations made by the Bidder in the Price
schedules. In| the event of & discrepancy, the Evaluaion Committee wil adjust the
Bidder's figures. The Bidder's verified or adjusted proposed maxmum Contract Frice &s
detalled in the Bid Form and Price Schedules will be used to compute the Bidders
Financial Evaluaton Scare,

The evalualion score for the Financial Offer on all qualiied Bids will be determined n
accordance with the formula set out below:

* I this context *Financlal Offer* means the Bidder's

Exampla:
Bidder | Bid Evahiation Formuia Financial Offer
Price - Evajmmnﬁme

= quantum of lowest Bid recerved x40 o :
guantum of Bidder's Bid Amount

Bidder A | 50000 |=50000 x 40 o7 2| 40 paints
50,000

Bidder 8 | 60000 |=50000 x 40 3333 points
0,000

BidderC | 58000 |=50000 x “40. 34.48 paints
SEOD0 T s, U |

In the above example, BiddgrA Submitied the lowest Financial Offer and would therefors
receive the maximum gassile points available, 40 points. The remaining wo Bidders
would receive a lesser poigt allocation based on the use of the above formula 1o compars
their Financial Offers to the lowest Financial Offer, The Firancial Offer scores for each of
the respective bidders will be added to the total of the technical proposal seore o
determine anlfmersj! Bid score,

28. {fh}‘hﬁﬂm for Negotiation

A{_. '._.i‘:\'a—'\-'?-'ﬁ;_.

Stipn ofithe successtul Bidders will be based on an objective evaluation and scoring
of the Iifying, responsive Bids using the evalualion and weighfing criteria outiined
herein. The Bidder receiving the highest tofal score will be selected o proceed fo the
negotiation phase of the sefection process. The Bidder receiving the second highesl total
score, may be invited to Contracl Negotiations in the event that negotialions with the
Bidder receiving the highest jotal point score fall for any reason.

29.  Right to Accept Any Bid | Reject Any or All Bids

TRC resarves fhe right to accept or reject any Bid, and to annul the Bidding process and
reject all Bids at any time prior to award of the Condrast, without thareby incurring any
lighility to the afected Bidder or Bidders or any abligation to inform the affected Bidder or
Bidders of the grounds for that action.

the Evaluation Cornmities,
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ENTERING INTO CONTRACT
AND
COMMENCEMENT OF SERVICES |

30, Contract Negotistion

TRC resarves the right to enter into contract negatiations with more than one party. If if
elecls o negotiate simultanecusly with more than one Bidder, TRC Tender Committes
may call for best and final offers from the Bidders' organisations and make its. selection
based on those offers, i ;

31.  Failure te Negotiate ]

TRC may terminate negetiations with any of the Bidders selected for negotiations |f the
Bidder selected Y

= [ails to provide the information required 1o begin mgu!i:.it'li:gm. in & fimety manner
*  Fails to negofiste in goed Faith
= Cannet reach agreement with TRC tender committes after a goad faith effort
42.  Award of Contract
TRC will endeavour to make its ﬂwagﬂ_wlﬁijn the Tender Schedule.
If Contract(s) isfare awarded, the ré:lal.':&uns-hlp of the Bidder to TRC will be that of an
independent Bidder and nofhing in/these Tendar Dozuments or the resuling agresmert
shall ba construed as creating any other relationship.

33, Bidder Notification of Selecticn

TRC will issue a writtén Natice of Intent to Award the Contract fo the successful Bidder,
shall include @an invitation to sign the Contract end to submit the Performance Gusrantes

Bond. h"*.». aniract signature with the succassful Bidder, TRC will than promptly
notify gnsutcetsfll Bidders of the outcome of fhe evaluation by sending wrilen
Mot Bt | Mofificafion”) and discharge their Bid Guarantee Bonds,

These Tender Documents do not constilute an oblgation on behalf of TRC.obligation wil
commence only when all pariies execute the Contract. Upon writlen notice, TRC may
establish & different stanl date for the commencement of the delivery of the Senvices.
TRC will not be responsible for any work done by any of the Bidders, even work done in
good faith, if i occurs prior to the Confract start dates set by TRC.

38, Werbal Agresments
Mo comversalions or verbal agreements with any official, agent, Winner, or empioyes of

TRC shal affect or modify any terms of these Tender Documents. Only the definitive
service agreament that results from these Tender Decuments process is binding, Verbal
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communications from TRC to Bidders shall not be considerad binding on TRC, nor shall
any writlen materials provided by any person other than TRC's designsted contact,

36.  Appeals |
An II'IlHI'EEIEEJW!'l'y' may object fo the award of & contract or the proposed award of &
confract. An Interested pary is defined as "an actual Bidder whose economic inferest
might be affected substantally and directly by the award of a contract, or the failure o
award a contract”

If & Biddes wishes to object to the proposed award of a contract, t must do so. in writing,
within the time-table sel out in the Tender Schedule. In some excaplionsl cases, the
Tenders Commilies may shoren the period for objection to & minimum period of not lees
than (48} forly-eight hours. The perod for objections will be clearly siated i the
Notification. T 4.

Qnly those entities that have submitted a Bid are entitied to object to the Gentfact award.
Motices of objection must Include the fellowing information: !

*  The name, address, and tslephone rumber of the entiy filing Ihé cbjectian
= Thesignature of the Bidder o the Bidder's representative

* A getaled statement ol the grounds for the objection including legal rafionale and
copes of supportng documents CH

& The form of relief requesied

An objeclion filed in text only format by Bmai, telex, or telegram will not be accepied as i
dees not contain & eignature. Fax copies coftaining a signature or scans of documanis
containing sighatures and submited! by efnail are acceptable. TRC will ssue a witten
responsa o the protest within ten {0} working days fram the expiry date of the objection
period stated above. The response will set oul TRC's decizion and contain the basis of
the decision. A copy of ﬂﬁﬁagli‘!&ih will be furnighed fo the protester by email, cartified
mail, fax, ar ancther method that provides evidence of receipt.

37.  Signing the Contract

Immediately glﬂ.e'r the end of the Appeal period TRC will send the Winner the Contract
Form fggjsf Lin Section VIl of the Tender Documents and all agreements between the
partie b

P

within,the timetable speciied in the Tender Schedule, the Winner shall sign he Contract
and reliig it to TRC, attached with the lefter of authorzation (Power of atiorney) of the

signatory,

Alternstively, the Winner may prefer io sign the Centract smultaneously with TRCat TRC
premises and fo submit the Performance Guarantee Bond on the same occasion.

Failure of the Winner fo comply with this requirement shall constitute sufficient grounds
far the annuiment of the award and forfeiture of the Bid Guarantes Baond,

38. Performance Guaranies Boad
Prior to or eimultaneous with the signing of the Coniraci, the Winner shall furnish the

Performance Guarantee Bond in the form of an uncenditional bank guarantes issued by
8 bank located in Jordan, in @ minimum value of ten percent (10%) of the Contract Price
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{inzluding sales tax and income tax withholding) as identified in the Firancial Offer and In
the form provided in Section |X of the Tender Documents.

Failure of the Winner to comply with this requirement shall constitule sufficient grounds
fior the annukment of the a-nmg and forfefture of the Bid Guaranies,

39. Stamp Fees

The Bidder shall, 2ccording o Jordanian law, pay the due Stamp fees equal io 0.6% of
the Contract Price (including sales tax and income tax withholding)before sigring the
contracl.  These fees should be paid to TRC who will forward them to the Jordenisn
Minisiry of Finance. A cerificale of payment wil ba provided to the Bidder,

In sase of the confract is signed without the due stamp fees being paid, fines wil be
applied, according o the Jordanian Law, and il shall be pald along with the mentioned
stamp fees, & Ty o

i, Commencemant of Services

Il & anficipsted that the BidderWinner will commence the .r.'h.;E-'.-:':lrj,.' of Services in
accordance wih the lime-table set out In the Tender Schedule,

SECTION Il - INSTRUCTIONS TO BIDDERS, ATTACHMENT 4
CONTENTS OF THE TECHNICAL PROPOSAL

The Teshnical Offer mus! include a fable of contents. The table of contents must reflect
the organisation of the Bid and major. subject areas and must be paginated. It may
include references to additional topics, exhibits, and attachments beyond these listed
below. However, it must include each topic and subtopic, in the order Bsted, balow:

1 LFnl:lerEE'rrP.'ih{'-_li_ ‘;-f‘l'ha Project
11 Execufive Summary

eri alifl
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FPraof 1 ] Clualifications
4.3 eam O j hart and i

4 andi

4.1 Preof of Insurance
4.4  Project Teamn Cys

1 Understanding of the Proiect

The Bid must demonstate the Bidder's understanding of the prajest including in
particular, the objectives, scope and deliversbles. ; -

) 9y Execulive SUMMmery o .

The executive summary shouk! provide a concise overview i:af’lhaEhd its organisation
and conlents. It should include a succinct narrative demenstrating fhiat the Bidder

= Ungerstands the purpose and requiremanis of the project.

* Hes carefully read the Tender Documents. including all attechments,
documentation and due diligence materizis a8 well as any guestions, answars,
additions, or amendments that have been published pertsining fo the Tender
Documents since their original publication.

* Has analysed perfinent issies and' is offering & Bid that responds to the

reguirements stated in the Tender Documeants and addresses potential problerms
and risks. il

*  Has the ability fo pﬁ.‘rﬂp:wa necessary senvices.

12 Prolect [ggmash_uﬂm' Qverall Approach

The Bidder should deseribe how it has organised the projest and Iis overall approach and
methodology;

This seu: of the Bid should focus on how the project will be managed and completed
and should deseribe the methodology, toole and fechniques to be employed and appéed
to delivering the Services.

2.3 Projec! Work FPlan

This section of the Bld should focus on the project work plan. It should provide a
prefiminary bul detailed and credible praject work plan. The purpose of the work plan is to
establish a delailed schedule of fasks, identfy resource requirements, identify and
describe deliverables and activifies and establish mutual expectations and understandging
In order lo complete the project successfully,
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| |
The work plan should demeonstrate a practical application of the proposed tools and

methods and show how they are applied to defiver contract deliverables and prejest
msulls, Al a minimum, this section should include:

= A definition of the pther::t management toois(s) that will be used o manage and
maintain ihe project work plan and resources throughout the life ofithe praject.

= An identification of the tasks and sub-tasks reguired to complete the project and
defiver the Sarvices,

= The seguencing of thoze tasks.

= A definition of dependencies between 1aske within the work plan.

« A definition of the deliverables to be provided under the Contract, the gl dates
for such deoliverables and & description of the formal process W e me:i by
TRCto review and approve the delivarablas. |

* A Gantt charl showing tasks, activities, phases, dependancias g"rid milestones.

= & schedule of the expected in-country presence of the BidderWinner's
personnel

In eddition o the narrative, this section should include’ & prefiminary project work plan
developed using Microsoft Project Software”, the ‘narrafive should faciitste an
understanding of the work plan. Bidders should inciude an electronic copy of the project
plan on CD-ROM and in Microsoft Project format.

23  Project Activities end Refverabies

This section should describe in detsil the Bidder's propesed solution Io achieve the
expected oulcomes for all tasks listed in Section Il of thase Tender Documents,

.
v

24 inin S

This saction should dEﬂﬂ‘lbe ‘any specific propesals of the Bidder related io the defivery
of fraining services aq:r kmwladge tranafer to include but is not limited to the following:

- Training ﬂﬂ._’ﬂE stemn and its components either software or hardware for TRCataff,
and arm an

- T;ﬂﬁi: on Faintenanee of te eystem software and hardware aither for TRCstaff or
any ﬁtﬂg& sonnel ar enfity,

- Training administrators engineers, agents end supervisors on the syslam software and
hard ware where necessary.

- Bidder to provide a sita visit to similar projects for TRCstaff.

3 E FOres

This part of the Bid must demonsirate the Bidder's experience and qualifications,

* Microsoft is & registered trademark of Microsoft Corporstion, Al rights respected.
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3.1 Eidder Profile

in aodion to redsted oformation conceming the Bidder's owverall experience and
qualifications thet may be elaborated upon In ofher sections, the Bid must include the
following Information in order to demonsitrate that the Bidder meets the minimum
qualifizafions and experience:

* Provide a brief company beckground indicaling company history, primary
business location, businessimarket focus for the company, and the division or
crganizational entity responsible for the products end services in this Bid,

= Detall specific experience in providing services of a similar nature to the Sanvices
requested in thase Tender Documents.

= Indicale the number of years of experience the Bidder and any subconiracting
orpanisations have in providing the lypes of services requested in thess" Tender
Documents. Pregt™

* Provide an explanation of any litigation or government or, regulatary action
pending of in progress agains! your organisation within the |23t three (3) years
that might have a bearing on your abiity to provide services to TRC.

3.2 Proof of Bidders Experienge and Qualifications

To demensirate thet the Bidder meets the minimum qualifications and BXpefience, in
sddition 1o relaled information conceming the Bidder's overall experence and
qualifications, the Bid must include the following infermation (which may be eabofated
upen in other sections);

* A staternent cerdifying thal the Bidder has successhully delivered servces of a
smilar nature o at least three Countnes and or projects.

* For each previous project of & simiar nature, the Bidder shall identify the Bidder's
ar the submntrantb'rhthq{gbmpleted the praject. A subcontractor may be engaged
by the Eidder to"any out portions of the Services that are complimentary to the
normal area of expertise of the Bidder

= For eaqn_qualrﬁﬂﬁg praject, include:

§WMH of the project

._,I':';-
__rf'k‘ﬂ-.%'f:"*ﬁ'r‘l-e entily fthat requesied the project including the titles, names,
; % addresses, and cantac! details for the principal project manager for each

‘\'q, project
¢ Project start and end dates
o Projact Value

* Muliiple projecis are desirable, ¥ more than one project must be used to
dernonglrate that the Bidder meets the minimum qualifications cutlined in these
Tencer Documents, pleasa provide a descripon of each project and eleary
identfy the component experiznce gained from the individual project.
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23  Project Team Organisation Chart and Narrative

The Bid must provide & complete description of the proposed project team including an
explanalion &s to how each of the key ndividuals fits within the Bidder organisation.

Provide a project team organisation charl The chard must span‘:ﬁ:LEy ideniify the
personneél who will be assigned to this project fo eccomplish the work as idendified in
these Tender Documents and should illustrate the lines of authority. Furthermore, this
#ection should include the following information for esch team membar:

o The ndividual's nams
o Tha individual'e tille, role and responsibilities on this project

o The amount of time the person will ba working on this projact broken
down by days to be spent in Jordan and days fo be worked at the
person's home base i

o The individual's resume

o A discussion of esch persen's skills and quaj-iﬁﬁﬁ-i:'lns o pefom the
assigned role -

o A disclosure of specific projects thal demonstrate the skils snd
qualifications .

A table or mafrix should be included in this sub-section Indicating the experience of the
project team members with the reguire. Tasks. In addition, the matrix should include
information regarding the leam’s experience in working logether previousty on ldentifed
projects,

4 Appendices |

. &
The appendices should ﬂdﬁ[&h’, dacuments that provide suppart for the main sections of
the Bid. The following is"alied of the minimum required appendices:

41 an{dluﬂmggﬁ'.. :

In support of the MEId. the Bidder should provide proof of insurance thal mesats the
requirem ,ts*ﬁgm;[hed in these Tender Documents. Any aftachments must be submitied
with th it }L;.:{:‘

This secbon contains CVs describing the relevant background and experience for each of
the propocsed key team members. The CVs must include current referencas of customers
for whom the team member has provided similar types of services in the past.
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SECTION I

Procuremeant of

SIM CARD BIOMETERIC REGISTRATION & VERIFICATION SYSTEM (SCERVS)

F

TERMS OF REFERENCE .
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TERMS OF REFERENCE

I= introduction

The TRC is in the process of establishing an intelligent solution In order o comrol the
registration of Mobiles, Internet SIM carde with the names of thelk genuine esers since a
lot of these users use mobiles and interned sarvicee that are not regisbared with their
names without knowing the genuine users of these SIM cards which in return increases
ihe number of the llegal behaviour and annoyance complaints. In this respact, the TRC
intends o Implement & Fingerpeint solution that reduces the effect of falze mobile and
niternat registration according to the requirements as stated below, i

The soiution thal the TRC s Inoking for is the implemeniastion of an in ligent S card
biomeiric registration and verification system that can capture and veri dala-and finger
prints. ] .

Il Purpose o
T design and implement 2 SIM card Fingerprint Registration sclution that is SECLUrE,
cost effeclive, widely accepted and inteligent solution {The, TRG hareby underakes
to establish, in conjunction with SIM Card Registration and Verlficaton Solutian
Froviders and the Licensees, a centra database of all recorded Mobile Service
Subscriper Information to be known as the Central Database.),

Hl= Reguiremients:

General Requiraments:;
Subject to comply with the clment regulations especially with each person will
be sllowed to register SIM cards for foreigners and for Jordanians under their
national identity card or any ather document that is approved by the goverment

i

of Jordan unless they.are comporate.

The smneani_ukbiddu;‘h expected to undertake the following:

. E .l'
N
r. T
vy e
Fat T &

. SCOPE OF WORK

= o
- %

!

I. Verification Process:

+ Conduct a benchmark study covering SIM registration regulatary frame work,
processes systems, of 4 markeds fo identify different registration shortfalls

» Evaluate and assess the current SIM card registration process, including the
machanisme applied for validity of information.

+  Azgess the level of possible abuse of ID nformation by points of saes at present
and future possibility,
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« Evaluate the effectivensss of current registration methodolagy in relevance fo
citizen and vigilors,

= Define a conceptual framework for SIM Card Reglstration for both new and
axisting Subscribers.

» |If neaded Interact with representatives of the TRC as required and appropriate
including but nol limifed to conducting fact finding missions, defivering
presentstions andfor workshops, and runming and responding lo public
consultations

= Assass TRC and other stske helders in choosing of cptimal implementation
process with relative timely goals.

= Recommend the best methodology that the TRC can be adopted in order to farm
a record or database for the lorelgners” passports or residancy permils ar any
other document that s approved by the government of Jordan,

Note: Al this slage (Verification ) and if the TRC's concemed eommities has machisd to &
conclusion thet ihe suppller may not be abie lo meet the tender's raquirement and Jor
unabile to provide the appropriate System or for any ofher resson(’s) that may be deemed
by the Commiliee could affect the public or naticnal interest TRC. reserves the right fo
terminate the Contract in wholewithout thereby incurring anylabilty o the effecied
supplier or any cbligalion fo inform the affecled supplier or any-other parfyfies) of the
reasans and of the grownds for that action,

il. Design Process;

=

«  Sel realislic imescalss for déslgning, lesting and implementing registration
processes that reflect local Market circumstances not to exceed 12 month in total

« Design an optimal communication strategy that involves all stakeholders to
outline anlicipaled advantages of the implementation of the project and the
Invalvement of all steke holders.

¢ Define and davelop SIM Cards Biometric - Fingerprint - Dalabase structure which
will bevrified and integrated into the National Identity Database to enabie

authent of subscriber information during registration, with simple user
!._ir'ifa%;m;am, and reject registration information

+ Provide'detaled specifications for infrastructure including hardware and software
0 {:ﬂﬁ&iﬂaring the number of hits the system will handle and needed storage for
clronic record, and ensure that subscriber databasss are accurately updatad
with clear formula of storage caleulation, communicatian links, database and
integrated middliewara required fo implement and autom ate a secure, refiabls and
highly avallable 24/7 data networking Infrastructure to connec! between Central
Data bage and SIM Card registration offices.
« Identify and document business processes to support SIM card Biometric -
Fingerprint - Registration and Verification. This process will Involve the:
& |dentification and documentation of the key business drivers, business
processes, orfical success factors, key performanca indicators,
b. Staffing and operational plan for the major eperations and fines of
business required to successfully implement the SIM Card Registaton.
Expected defiverables include a Strategy Decument outlining the key
areas of operations,
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€. Underlying business processes, standard operating procedures, skills
requirements, crganizafion charts, staffing approach and operational plan
as well as other nacessary requirements for the setup and cparaticn of
SIM card Biomedric Registation and Management Syatem, and

| supparting infrastructures at the different stakeholder agencias, l

operator's points of sales.

d. provide the best methodology fo implement the system that fil Jordanian
rmarket , considering market type (local citizens and foreigners)

= Provide and deliver all identified equipment / software requirements and pronvidie
professional expertise io deploy all required infrastructures and systems to
integrate kay slaksholders in the registration process.

« Provide and design where necessary the needed solution(s) to teckle
govarmeniale requierments for Jordsinian govemment entities

= ToDesign areal ime{ and / or offine ) verification of biometric details with Civil
Status Depariment registeralion records and to assist TRC and stekeholders by
advsing the best methodology 1o collect and gather data from lokal and.foreign
citizens to form & comprehensive National Register, & s

= Recommend programmed structure for the successful im plementation of
progress thal includes members from all concerned parties. “.

Provide delailed specifizations of the data o be captured-intluding Biometric _

Provide detsiled specifization of the network to be provided

Provide estimaled size of database (both active and archived).

Pravide the registration and authentication opticns for the Disabled users (

especially for the disability to provide fingefprinty

* Provide detailed specification of the encryption process for integrated data [ High
level diagram, Data flow diagram)

« Based on best praclices for Regulatory. bodies / MNO's as a technical and
cperational requirements of the System should ensure the availability and for
capabliity of the MNOS$ cwned systems 1o tackle the following requierments:

1- Monitoring compiance ﬂn”i:u_:!aiﬁth-'mlng all unregistered SIM cards after the
Imposed deadine and Verifying, copying and storing users' identity
decuments and {o make s fealure

2- Subseriber SIM swag verification and requesting

¥ ¥ & @

Note; 1

If these requiermertts are not met (1 and 2 above) or not available and / or the
MNO's systems does not have the cababilities to provide such reguierments
asp Jm:ﬁl Bidder should propose the solution fo avall these

f in the System

F
LS

gy, 4
TIIL. \fhp]emantatiun Process:

*  Consult with Indusiry to analyze costs, benefits and mplementation opticns.

= [Establish detailed implementation plans for each of the tasks specified in these
Tender Documents and to provide sultably qualified and experienced stalf to
ungertake the activilies of each 1ask suppord TRC in the definion of
specifications, request for infarmation, reduction operators systems
discrepancies.

* Seek lo engage and cansult with the TRC for example helping operators in the
implementation methods based on their expertise, specific market knowledoe and
global best practices; and condust impact assessments before introducing
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mplementation, in order o anticipate and minimize any unintended
CONSEJUences.

+ Consuft, collaberate and communicate with the TRC, and stake holders before,
during and after the implementation exercise, while Ealancing national security
demands against the protection of citizens' rights and resolving|any problem that
may rise during the registration process. I

= Allocate the necessary time frame for the TRC and slake holders/MNO's
empioyeesirasellers o be Irained on how o verify and store the required user
details, how 10 regisler users, what are the acceptable forms of identity are and
how to verify thern.

* Propose the necessary solution(s) to tackle the needed govermentale
requisrments raised by jordainian government entities.

= Advise TRC on the best ways of launching campaigns regarding the registration
of SiM cards te show the banefit of the registration and its impact on citizen and
nafional securily. B B

= Propose and implament necessary amendments to current SIM Card &mﬁalinn
process to enable registration before sctivation considering the operaters Iniemar
Businese rukes including but nat limited to: Different caps per reusiomer 1D,
products, netionality and documentation channels), Eqnﬁgumﬁ!g"sulﬁng for
activating line (before or sfier documentation). Diffarent busdindss rules for owned
shops and POSs. . etc e

¢ Conduct all work in accordance with the highest professional etandards and
ensure thal all delverables are well presenied. Jogically constructad, deal fully
with all partinent issues, contan an apprdpriste level of ‘defailed analysis of tha
Issues, and provide objectively justified advice and recommendations:

« Reacha timely agreed strategy with the TRC to achieve objectives af the project

¢ Where necessary manage the pafarmance of the contract and provida TRC with
regular progress reports and brigfings.

An important aspect of the Service is thé fransfer of knowledge to the relevart siaff within
TRCand the MNo's. It is anticipated that by the conclusion of the Services, relevant
TRCpersonnel will be fully. familiar with intermational best practice in the relevan! lasks as
sal oul in Terms of Refarente Section,

Mote: The TRC will dBﬂlEﬁﬂ- where the location of the proposed system will be and
the TRC will suparvise the operations handled by the system.

e -R‘&u 1
W.,‘T;&Iml and Operational Requirements:

In dﬁ‘lﬂﬁrm ard implementing the (SCBRVS) system and as a minimum, the Bystem
should support the following requiremerts: (These are minimum requirsments snd are by
o means tolally inclusive. They are inlended fo be a guide in sefting the diection and
expectations for the technical and operalionsl requiverants of the (SCBRVE) Sysfem.)

1. Blemetric capfure and verification technology Considering the following:
4. exposeasecure APls for Biometric validation
b. The system to handle the current concurrent hits | not
less than 20 hitsecond per operaior )
c. The system verification responsea tme should not
Impact current registration process SLA {1 second)
2. Support intelligent netwarking at the core and the edge,
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3. Support online and offline capabilities wih highly secured accese ever public
netwonks,

4. Aliow appropriste, secured and encrypted storage of electronic {rather than
paper-based) record and ensure that transaction databases are am:uralﬁ;i

| updated, maintained and secured, taking into consideration using ciear

formula of storage calculation

5. Integrated easily into any type of identity register software, taking nto
consideration cistom build applications integration

6. Highly reliable, secured and encrypted system that prevent end user or any
third party from editing, modifying, copying, printing or perfarming any
transaction on the system other than what s requested and limited by the
TRC

7. Support baich consolidstion of daily registration data, nnllnﬁbﬁtﬂum‘*j'ﬁﬂ
System's data center and MMO's System ( during E.:,.-'snarﬂ off peakf.

4. Ensure thal every 5IM card be sssoclaled with its users I-dantrl;v.l asit
appaars n the ldentity Database of Jordan, prm-n:red tmai the MNO's are not
allowed 1o store Biometric information.

8- User frierdly highly performance system ,e&sy to use for non-technical users
and supparted on well known proven operating system such =s android and
10s.

10.8mple MMO's user mtar!’anas to 5ean:h view, accept' reject registration
infarmation

ks

11- Easy o be fallored to mest all TRC needs with smooth inplementation and
easy deployment ;

12- Support saﬂured and Encr:.rptnd dedicated connection between all system
componanis, « .

13- Support malt- hnguag& [Arabic and English).

14- Fully compatibleawith |dentity data register.

15- E:E‘I:IEHEILDf_ reading passports and any other Identity documents, | if
nesded)..

ity o support Disabled usess registration and authentication

;gs afly the disability to provide Biometric info e.g fingerprint)
g

apable to generate unigue transaction ID's (2.0.; hashed number) per
“w.ppamarmr al transactions execuled

18- Capable to support and integrate with NPS { number portability system) i

neaded.

18- Comply with the security Recommendations as per Appendix (B).

20- pravide HW or recommend HW fo carry the system performance with a max
of 50% HW ufilization and kesp another 0% for future axpansion

21- cabable o expand on horizontal scale to ensure performances

22- Provide a security certification form recognized internationsl regulatory body
that certifies the system from securily vulnerability and ensure
implementation of securlly best practices on the targeted system |

23, Comply with the requirement for application and intermediate apolication as
In anmes A
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V. Firm Requirements:

This section of the praposal should esiablish the abilily of Bidder 1o satisfactoriy
perform the requirad work by reasons of. experience in performing work of 2
similar natura; demonstraled competence in the servi o be provided;
strength and stability of the firm; staffing capability; work load; record of meeting
schedules on similar projecte; and supportive TRC raferances.

Fln:nnlal Capability:

The Bidder shall fumieh dogumentary evidence that it mests the
finencial requirement(s).

Provide a general description of the firm's financial sondition and identify
any conditions (e.g., bankruptoy, pending litigation, planned office
closuras, impending merger) that may impede Bidder's ahlthg.l t.:r
compleie the project.

Experience and Technical Capacity:
The Bidder shall fumish documentary evidence io demunshatg that il mesis the
following experence requiremeant(s):

Prowvide a brief profile of the firm, including the @ﬁa& -n-rsmmaa affered:
the year founded; form of the organization (corpdration, parinership,
sola pruprietursl‘ti.':l}: nimber, size and: location of offices; and number af
employvess,
Describe the firm's experience in perfarming wcurk of a similzr nature to
thal solicited in this RFP [Reguest for Proposal), and highlight the
participafion in such work by lhﬂ»:ay personnel proposed for assignment
t2 this project. :
Kentify members of tha*mrra_m'tﬂ:lm by company name, address, contact
persehn, ialephone mmhe’iﬁnd project function.
Descrbe any experience in working with the various gevernment
agencies identified it this RFP.
Frovide aswg mrnln'll.m three (3) references for the projects cited as
related z:upﬁ‘lm and furnish the name, title, address and lelephone
number ufﬂ'm::lﬂmﬂﬂfa] TRC who s mesl knowledgeable about the
work periormed. (Bidder may alsa supply references from olher work
r'-tttqfad‘ln this section as relaled experiences).
Techrical experience in similar neture systems installation,

cugiomization, operation and maintenance.

sultancy experience o sofve any problem that may arnse during the
implementation period.
specific experience in the field of training,operators, TRC staff,
managers, administrators, deakers and points of sales on the system,
The Biddar shall furish documentary evidence 1o demonsirate that the
solution i offers meet the above requirement,
Should provide the number of similar projects that he performed in the
region and abroad.

Bidder's Staff and Organization:
Thiz section of the proposal should establish the method, which will be used by
the Bidder io manage the project as well as dentlfy key personnel assigned,
Bidder shall

Provide education, experience, and sppliceble professional credentials
of projact staff
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= Furnish briaf C\'s for the proposed Project Manager and other key
personnal.

= |dentify key personnel proposed 1o perform the work in the spacified
tazks and include major areas of each member's work

| = Include a project omgantzation chart, which clearly dalinestes
communicationreparting relationships among the project staff.

« Include a staterment that key personnel will be available to the extant
propesed for the durafion of the profect acknowledging that no persan
designatad as "key' to the project shall be removed or replaced without
the prior writien concurrence of TRC.

VI. Work Plan

Bidder shall provide a namafive, which addresses the Seope of Woik, and
shows Bidders' understanding Commission’s needs and requirements. The
Blidder shall " s A
« [Describe the approach fo completing the tasks spegified in Proposal
= Dutline sequentially the activities that would be underfaken in
completing the tasks and specify who would perform them.
= Fumnish a schedule for compleling the tasks in tefmi of elapsed weeks
from the project commeancement date. A
v identify methods that Bidder will use 1o ensure quality control 23 well as
budget and schedule control for the project. .
Bidder may also propose procedural or lachnical enhancementsinnovations o
the Scope of Work, which do not materially deviate fram the objectives or
required content of the project. *
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GENERAL CONDITIONS OF CONTRACT

Definitions |
|

1.1 The following terms shall be interpreted as indicated:

‘Bid" means the offer that is comprised of the formal, technical and firancial documents
prepared and submitted by the Bidder in response o the invitafion to tender and in
accordance with these Tender Documents:

“‘Bidder” means any party, which submits & Bid and the term “Bidders” shall be read and
construed as the codective term describing any number of two or more Bidders.

"Board” means the Boaro of TRG.
"“Chalrman” means the Chaiman and CED of TRC.

‘Commisaioner’ meens any person duly appointed to the Eh:tard of. n:}hnmlsms of
TRC.

“Supplierinner” means the successful Bidder wha is ulaq:t&d': to =upply the Services
under Contract fo TRC

“Contract Form” means tha farm contained in Section Vil of the Tender Documerts:

“Contracl Price” means the maximum price, 85 calculaled in acesrdance with the
procedure described In sub-Section 20 of Section Il of hese Tender Documents, and
payable to the Supplier under the {.‘.untrat:t Jer the full and proper performance of his
contraciual ohligations;

“Contract’ means the agreement havirg a term of nel mere than five years, enlered into
between TRC and the Supplier, as recorded in the Contract Form and signed by the
partes, including ail allar.hmanis ;8nd appendices therelo and all documents ncorporated
by reference thersin:  ~

"Evaluation Cnrﬂmlﬂaq ‘means a apecial committes formed by order of the Chairman
upen e raunmmmdaﬁuﬂ of the Tanders Committee, to have the responsibility of

assEting Tenders Commiltee in evalualing the Bids in accordance with the
procedur i herein, or such ofher procadures as justified and authorised by the
Tﬂnﬂ_!_ bt , and reparing s findings fo the Tenders Committes.

" JaintBi sortium)” - means a single offer submitted by a group of entities and or
COmpa who have affilated, whether temporarily or parmanently, o provide an
enhanced offer.

“Lecal Agent’ means an entity, formally registered in Jordan, which k& associated with a
foreign Bidder and which entity performs the functions of the local agent as set out in
these Tender Documents, meluding in perficular the formal purchase of the Tender
Documenis on behalf of the foreign Bidder,

‘Services® means the SCBRVS and all services required in the fulfiiment of the
Contract, including bul nol Bmited to: the provision of written and verbal advice, written
reporls and presentations, formul@e and calcuwations, data, diegrams, charls and
pictures, electronic documents, models and tools and any other swch material or
gervices;
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Tender Documents” maans all the documents that are incorporated In the current
invitation to tender;

‘Tenders Committee” maans a permanent TRC endering committes |
“TRC* lmaana the Telecommunications Regulatory Commission of Jordan:

2.1 The Services suppied under the Contract shall conform to generally accept
professional standards and the other standards mentioned in the Confract, the Tender
Documents andfor the: Bid as agreed upon,

Use of Contract Documents and information

3% The Winner shall not, without TRC's prior written consent, disclose the. Contract,
or any provision therecf, or any specification, drawing, semple or Information rul:mahad l:r,r
or on behalf of TRC, te any person other than & person employed by, or as‘a.u-a_!ptﬁ:l with,
the Winner in the performance of the Confracl .

3.2 The Winner shall nol, withouwl TRC's prisr consent, make usewof any document ar
Information enumerated in 3.1 above except for the purpose uqu-lfmmlng: the Contract

Performance Guarantes Band

4.1.  \Within twenty (20} days after tha Winner's receipt of the Contract Form and prior
to the signing of the Contract, the Winner shall fumish the Performance Guarantes Bond
in the form of an unconditionsd bank guarantee Issued by & bank locaied in Jordan, in a
minimurm value of ten percent (10%) of the Caniract Price (including sales tax and
income tax withholding) and in the form provided in Section IX of the Tender Documents.

42. The Performance Guarantee. Eﬂm shall rermain valid until such time as TRC has
received and accepted the Services.

4.3, The proceeds of the F'erinnﬁanv:.r. Guamantes Bond shall be payable to TRC as
compensation for any k:i:ﬁ :.u’sulqng from the Winner's failure to complete his obligations
under the Contract.

44  The P-Erfm'nahm Guaraniee Band shall be denominated in the curency of the
Contract 1Jarﬂan.ian Dinars (JODO)].

45 T
the da

ance Guarantze Bond shal be released within firdy (30) days from
iding written acceptance of the Services,

T
Ini‘i‘:'qlt]n ;and Tasts

Rhl: shall have the right to inspect and/or to test the Services to confirm their
mnfnrrnny to the Contract based on the Tender Documents.

Payment

8.1,  The method of payment 10 be made to the Winner under the Contract shall be as
epecified in the Specal Conditions of Contract.

62 The Winner's request(s) for payment shall be made in writing, accompanied by

an involce describing the Services perfformed, and upon fulfilment of the obligations
slipulated in the Confract,
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6.3  Payment wil be made in the currensy in which the Conkact Price has been

staled. The confract price can be expressed in Jordanian Dinars (JOD) only as set out in
these Tender Documents,

6.4 Tarms of Payment |

* The method and condifiens of payment o be made 1o
ihe winning Bidder under this Tendear shall be as
follows:

1. Advance Paymenk twenly (20%) percent "
of the Conwract Price shall be paid upon = . “
gigning the Contract, and upon
submission of claim and a bank guarantee
(Advanca Payment Guarantee Band)far
equivalent amount valid uniitied ES\'IM
ttems are delivered to the Project Qijts.

2 Defverylinstalation paynieat: twenty
five(25%) percent of the. Contract Price
shall be paid wpon Ins&lkEtion, and
actvation with receipt of a bank
guarantee for equivalent amount valid
until Accepiance of whole system.

3. Testligand training payment of twenty
" TveBersent (25%) by the end of testing
& syslem and resolving any problem
" that may arise during the testing duration
of six months with & bank guarantee for
equivalent amaount valid until the final

% Acceptance of the whole system,
Fa .
Y 4. Acceptance : The remaining thirty (30%)
T percent of the Contraci Price shall be paid
™ within thirty (30) days of receipt by TRC of

the system supported by the Acceptance
Certificate lssued by TRC and upon
submission of claim and a bank guaranies

ithe Maintenance Guarantee Bond)
gnd after testing the salution
successfully.
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Prices

7.1, Prices charged by the Winner for Services performed under fhe Condract ehall
not, with the exception of any price adjusiment authorized by the SF:-:IaI
| Condifions of Contract, vary from the Contract Price.

72 All prices shall be quoted in figures and words,

7.3, Prices shall be fixed and no adustment will be authorized afier the submission of
tha Bids.

Contract Amendmeants

81 Mo varistion in or modification of the terms of the Contract shall I:p: mal:l'i except
by written emendment signed by the parties.

Assignmeant

2.1 The Winner shall not assign, in whole or in part, his nl::]lgahnn to perform under
the Contract, excapt with TRC's prior wiitlen consent,

Subconiracts

10,1, The Winner shall notify TRC in wiiting of gl subcontracts awarded under the
Contract if net already specified in his Bid. Such notificafion, In the orginal Bid or fater,
shall not relleve the Winner from any liability o obligation under the Confract In all
cases, subcontracting Is limied 1o 25":& i::f the Eunn-ar,:t Price

Delay in the Winner's Performance i

.l'

3
11.1. Delivery of the Swtlcu nig'aﬂ" be made by the Supplier in accordance with the
delivery perod 5]:nermrad iri t[aa C_FI'IIHIE-‘! as stipulated in the Bid.

11,2, An unauthoriged d:a_la].r by the Winner in the delivery shall rendar the Winner liable
to mposition of Hquida’red-dananes and delay penalties.

11.3. Wal an:.r lipe: durlnu the performance of the Conatract, the Winner encouniers
conditio b\)ﬁ« timely delivery of the Services; the Winner shall promptly notify TRC
i Wi : of the delay, its lkely durafion and it causes. As soon ss
raceipt of the Winner's notice, TRC shall evaluate the situation and may

the time schedule.

Fanaluas for Dolay

12.9. If the Winner falls 1o defiver any or all of the Services within the time penod(s)
specified in the Contrac! due 10 causes reasonably considared to be in the contral
af the Winner, TRC shall, withcut prejudice to its other remedies under the
Caontract, deduct from the Contract Price, as penallies for delay, a sum equivalent
io one-half percent (0.6%) of the prica of the total contrect concerned delay of
any stage of the implementstion process or any part thereof for each week of

delay..
122, Impoeing tha penalty mentionad in tha above Paragraph (12.1) shall not prevert

the TRC from burdening the Supplier with the damages resulting from the delay
in carrying aul its obligation without the need of sending any notices in this regard
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Termination for Default

13.1. TRC may, by writhen nofice of defaull sent to the Suppliar, teminate the Contract
in whole ar In pard i |

- The Supplier fails to deliver any or all af the Sarvices witLl'ﬂ the time periodis)
spexified In the Contract, or any extension grantad by TRC;

. The Supplier fails to perform any cther obligation{s) undar the Contract.
Force Majeurs

14.1. The Suppler shall not be lisble for forfelture of his performance guarantee,
liquidates damages or termingtion for defaull, H his delay in performance or other faiure
to perform his obligations. under the Contract is the result of an event of Fonce Majeure.

: h

14.2. For purposes of this sub-Section, *Force Majeure” means an w@m-bﬁyﬁnd the
conirol of the Supplier and nel involving fhe Supplier's faull or hegligence and not
foreseeable.  Such events may include, bul are not restricted to, wars or revolutions,
fires, fioods, epidemica, quarantine restrictions and h-aighuﬁ'[&kuﬂ_‘?m.-_"‘

b
14.3. If a condition Force Majeure arses, the Supplier shall ‘promptly notify TRC in
writng of such condition and the cause thereof. Unless otherwise directed by TRC in
writing, the Supplier shall confinue to perform his obligations under the Contract as far 25
is reasonably practical, and shall seek all reasonable altemetive means for perlormance
not prevented by the Force Majeure event

Termination for Insolvancy

15.1. TRC may & any time terminate’the Contract by giving written notice to the
Supplier, without compensation o “thie. Supplier, if the Supplier becomes bankmup! or
clherwise insolent. £

Resolution of Dispules e $

16.1. TRC and the Euppﬁ:nihﬂ make avery effor 1o resohe amicably by negotiations

any dizagresment ':'E dispute arising between them under or in connection with the
Conlract. i =

168.2.  If altee, ¢(30) days from the commenscement of such negetations, TRC and
the 5 apler verbeen unable 1o resolve amicably a Contract dispute, either party may
require that thetdispute 1o be referred for resolution 1o arbitration in accordance with the
H tekingdom of Jordan laws and requistions.

Applicalle Law

17.1.  The Contract shall be governed by and interpreted in accordance with the laws of
the Hashemite Kingdom of Jordan.

Maotices

18.1.  Any notice given by one party to the other pursuant to the Contract shall be sent
in writing. The address for notices Is as stated In the Special Conditions of Caniract.
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Taxes and Duties

18.1 The Suppher shal be enfirely responsible for all taxes, fees and dutiss impased on
the supplied Senvices. Sideen percent (16%) sales t&x shall be included in the tofal
Confrect Price. Payments made 1o the Supplier shall be subject to a withholding of sales
tax from esach paymeant,

19.2 In addition, payments made ko a foreign Supplier shall be subject to 8 withholding of
income tax from each payment in an amount representing 10 percent {10%:) of the total
payment excluding the sales tax, The withheld amounts shall be forwarded 1o the
Jordanian income tax authanities,

Coming Inta Farca

R
"

20.1.  The Contraci comes info force and fakes effect an the date nfsig;lgihm_:f

Warranty

21.1 The warrany pericd shall be a least (5) years from daté of Acceptance of the
sysiem parts ol

21.2 Mole: Il there i 2 price for the Warranly it should be priced on a yearly basis and
shall be quoled seperately, Lt

The period for cormection of defects in the warranty period shall be in accordance 1o the
SLA Appendecies 41, A2,

21.3 The Supplier shall replace or repair all defective/bugged Goads and shall corect
any defects/bugs withoul charges for gerts ‘or labour during the warranty period.

i
21.4 The Supglier shall provide a nb-charge replacement of any defectivefbugged part
that cannot be repaired i!'r._‘c:q'ﬁcted to the satsfaction of TRC during the warmanty

21.5 The Supplier shall provide complete inspectionfpreventive maintenance and
calibrafion at scheduled intervals according to manufacturer's catalogues and a written
program shall be sybmitied to TRC immediately afier nstalation.

21.6 ﬁﬁéh&i (Hardware and Software) shall carry a full wamranty of & years al
leasi“frony” date of acceplance. This waranty should Include Intemal Scoftware a
& a.'lbug fixing, provided that corection work can be done at or from the Supplier's
premises (Email, Tel. Fax),

21.7Upgrading of the software must be with no charge during the warantes period.

Maintenapce Contract
The TRC or any MNO ( Mobile Metwork Operator ) can ask the Supplier directy to

resafve any faifure or problem on their systems any time, whether individually or together,
and the Supplier has fo response to the cal 24/7..
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Note: 1- such condiion mey be conducled through an individual confrect batwesrn
each individual party { TRC and MNO's ) and the Supplier.

Note: 2- i needed TRC has the right o authorize each one of the MNO's fo sign
separaie C&n:raﬂkwﬂh the Suppiier.

Mote: 3- TRC has the nght o authorize esch one of the MNO's to deal directly with
the Supplier through the Conlract fial is sighed between TRC and the Supglier.

The Supplier shall price the cost of the meintenance contract after the five years
wamanty period including spare parts and labor for (5) years on a yearly basis.
Maintenance shall be provided at the site as per SLA Appendices A1.A2 after notification
by the TRC. The cost of the maintenance contrast shall have an impact an the
determination by TRC of the Bidders gualfication. Acceptance of the' affarad
mainfenance confract sheil be &f the sole discretion of TRC, al any fime prior fodefivery
and acceplance of fhe Service/System . The Supplier shall also abide to the Service Leval
Agreernent as in Appendices A1A2 .

Liquidated Damages

Applicable rate: half percent per week of whole contract price of delay and for any part of
the week with no maximum deduction value. i
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SECTION V
STATEMENT OF COMPLIANCE
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I
[LETTERHEAD OF BIDDER]

[==inzart date==]

Teiecormmunications Regulatory Commission
Amman, Jordan

Adfenbarr C
Deear Sir,
M m G M
Staterment of Compliance - " W

This is the Statement of Compliance submitied by finsert name of Sidder a8 part of his
Bid filed on [=<insert dafe=>] in response to the above referenced Tender.

The undersigned, being the Authorized Signatoryis) of the i@isaer. hereby confirm,
ackrowledge and agree a5 follows: ;

1 Excopt a5 clearly specified in Table A aftached to this Statement of Compliance,
fhe Bid is complete and complies in all respects’ with the requirements of the
Tender, T

2. Allof the information set forth in tfie Bid Is true and corect and the Bid does not
contain any misrepresentation of ‘any. fact and does not omit to state any fact
necassary o make any statement made therein not misleading.

ki

% Except as cearly specified in' Table A attached to this Statement of Compliance,
the Bidder; | "
{id Has compliad, with el of the requirements set forth In the Tender
Documents ‘o ave been complied with prios to the submission of the Bid:
(] Is in & position o sign the Contract and 1o perform and comply with all of
the condiiors of the Contract and other obligations; and
(i) Agrees to sign the Contract if his Bid is selected pursuant to Terder

,D‘(:UTM | Tender name and No.].
ih

o &

4 E if the undersigned has read end understands the Tender Documents and
ﬁ-"-‘jag fﬁ"hu oound by and io comply with all of the terms, requiremenis and
" 'W{-E‘ ras sef forth therein,

5 N{xﬁ of the undersigned Is aware of any facts which could form the Basis for the

disqualification of the. Bid.

Yours sincaraly,

[Mame of Bidder] [Mame ......... ]

By By

Authorized Signatory Authorized Sigratary

Page | 40




Table A
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SECTION Vil - BID FORM AND PRICE SCHEDULE

SECTION VI
BID FORM AND PRICE SCHEDULE
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[Letterhaad of Bidder]

Bid Form and Price Schedule

Darles:
Teader Ma:

To: The Chalrman and CED
The Telecommunications Regulatory Commission
PO Booe 5417094
Amman 11194
dordan i

Dear Sir,

Having examined the sbove referenced Tender Documants, the regeipt of which s
heraby duly acknowledged, we, the undersigned, offer fo supplyand deliver Services as
defined in the Tender Documents and in conformity with fhe sdld Tender Documents for
the sum of ftofal Bid amaunt in words and figures] or such other sums as may be
ascariained in accordance with the Schedule of Prices attachad herewith and made part
of this Bid.

We undertzke, if our Bid is accepled, to deliver the Services in sccordance with the
praject plan as specified in our Technical Offar.

If our Bid is accested, we will obtain tha ua‘anlaa of 8 bank lecated In Jardan in s sum
equivalent to ten percent (10%) of the Confract Price (including sales tax and income tax
withhalding) for the due parfnrmann?-gﬂhe Confract,

L
We agree to abide by ihiaxﬁigqf;r, the period of velidity of one hundrad and twenty {120)
days following, which date is the‘deadline for submission of Bids as set out in the Tender
Decuments, and il shall remajn binding upon us and may be accepted at any fime before
the mxpiration of that pericd.
5 g

Commissions &r gnata.':iri-es, if any, paid or to be paid by us to agents relating to this Bl
and to Contract exegution i we are awerded the Contract, are listed below:

b
Nm‘lﬁ;ﬂ‘@:@& of agent | Amount and currency Purpose of commission
i b

or gratuity
(if nnru‘ﬁ:%lati'nma‘]

Until & farmal Contract |s prepared and executed, this Bid, together with the Tender
Documents and your written acceptance of this Bid and your nofification of award, shatl
constitule a binding Contract between us,

We understand hat you are not bound to accept lhe lowes! priced Bid or any Bid you
may receive,

We corify/confirm thet we comply with all requirementsiconditions of the Tendar
Documents,
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[The following text is fo be fnciuded in the case of a Jaint Bid (Conaartivm]
This Bid is submitied joindlly by the following Parfies: [name of Parly 1] of [country],
iname of Party 2] of [country], ... and [name of Parly n] of [country]. The Congertium
Leader Is ........... We understand thai, if awarded the Confract, each of the foregoing
Parties will have &n egual standing fowards TRC in axeﬂutirlg the Contract and the

Parfies will have |oint and several liabllty towards TRC for [the performance of the
Conftract as a whale,

[signaturs] [in the capacity of]

Duly suthorized to sign B for and cn behalf of T n
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Mii!‘ne of Bidder

[Letterhead of Bidder]
Prica Schedule for Service

Fage ol
1 F ;] 3 g B ¥
Ilsm Cezenplion Crunniity Uit prica Un# price Toll Telal
(i arry) without Tax | with Tax picefor | priosder
JOT [ 30D Ham Aern wilh
withroud Tax
Tax {-3a0)
— B,
1
2 o
3
4
5 I
!
Fi ' " O
i
5 { y
ﬁ Ii‘-\'-"".\:. .‘!;II
. i ..-- h_.
10 ,._r‘::, .

Sub Tol (Masimum Budget for this element of the Contract:  JOD

Signature of Bidder

Node: In case of discrapancy between uni price and total, the unit price shall prevsi
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SECTION IX - BID GUARANTEE BOND FORM

SECTION VI
BID GUARANTEE BOND FORM

Page | 55




[Letterhead of Bank]
BID GUARANTEE BOND FORM
|
Whereas [name of the Bidder] (hereinafier calied “the Biddar?) has submitted a Bid

dated [dale of submission of Bid] for the supply of fname andfor deseription of the
Services] (hereinafter called “the Eid").

We [name of bank] of frame of country], having our registered office at faddress of
bank] (hereinafier called “the Bank™), are baund unfe the Telecommunicatons
Regulatery Commission of Jordan (hereinafter called “TRE™) in the sum of famourd]
tor which payment well and truly to be made fo TRC, the Bank binds Tised s
SUCCESSOrs, and assigns by these present. Sealed with the Commoh Skal of the
said Bank on [dd mmm vyyy]. I

g _\\-

THE CONDITIONS of this obligation are:

1. I the Bidder .

(a) Withdraws the Bid during the period of Bid vakdity specified by the Bidder on
the Bid Form; or : .

)] Does not accept the correction of errors in accordance with the Ingtructions to
Bidders; or Jt

2. If the Bidder, having been nofified of the acceptance of his Bid by TRC during the
period of Bid validity; oy, e W

(a)  Falls or refuses to sign the Contfact Form within twenty (20) days after recaipt
of the Contract Form from TRC; or _

(b}  Fails or refuses to furnish the' Performance Guarantee Bond in accordance

with the Instructions to Bidders;.

we undertake to pay to TRC up 1o the sbove amount Upon receipt of their first writien
demand, withoul TRC having to substantiste their demand, provided that in their
demand TRC will note that the amount claimed by them Is due to them, owing 1o the
occurrence of one or both of the two conditions, specifying the occurred condition ar
conditions, k!
£ N
This gulsgsiitie.will remain n force up o and inchiding one hundred and twenty (120)
da date of the deadline for submission of Bids, and any demand in
res ereol should reach the Bank not kater than the above dale,

[sipraduna of the hank]
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SECTION X - CONTRACT FORM
I

SECTION Vil
CONTRACT FORM
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CONTRACT FORM

This AGREEMENT made on [dd mmm yyyy] between the [Tefecommunicafiors

egulatory Commission (hereinafter referred a8 “TRG) of the one | part and
s renen [INEEHIE af the Winner o
........................ {Cownbry of the Winmerl............herelnafter referred as “the
Winner“jof the othes part:

WHEREAS TRC is desirous that the following Service should be provided by the Winnesr

(Brief Descrinlion of Senvices)

. &
i !

and has =ccepted the Bid of the Supplier for the supply of those Sarics in fhe sum of
.................................... = en(NEreinafier “the Contract Price™)
NOW THIS AGREEMENT WITNESSETH AS FOLLOWS: '

In this Agreement words and expressions shall have the 5arrie; rmeanings as assigned to
them in the Tender Documeants.

The following documents in relation o TRC Tender........shall be desmed to form and be
read and construed as an inlegral pert of this Agreement:

{Ong) The Bid Farm and Price Sthedule submitted by the Supplier
{Twa) The Terms of Referance -
{Three) The Bldder's Technical Offer
{Four) The Special Eundii'ing.‘s of Contract
(Five) The General Conditiéns of Contract
(5ix) The Hoﬁﬂcgi of Award
(Saven) The 51#"'-{{-'“'_@1}#'
(Eight) ThelsA =~
[Mire) AnnexA The Requirement for applcation and intermediate application
(Tem) Annex,B _Technical Complience Metrix Fomm
In consideration of he payments to be made by TRC to the Winner, the Winner heraby
covenants with. TR to provide the Service in conformity in all respect with the provisions
of the | i
r ok

.'.'g::l' "
TRC hereby chvenznte to pay the Winnes, In congiderstion of the provision of the Senvice,
the Can Prica or such other sum as may bacome payable under the provisions of the
Contract at the imes and in the manner preacribed by the Contract.

The Winner, according to Jordanian law, shall pay the due Stamp fees equal to 0.6% fees
of the Contract Price (including seles tax and income tax withhalding).

The parties hereto have caused this Agreement fo be exscuted in accordance with the
Jorganian law the day and year first above written.

For TRC: For the Winner:
Mame: Mame:
Title: Titie:
Sigralure: Signature:;
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SECTION Xl - PERFORMANCE GUARANTEE BOND FORM

| |

SECTION IX _
PERFORMANCE GUARANTEE BOND FORM -

s
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[Letterhesd of Bank]

PERFORMANCE GUARANTEE BOND FORM
| |
To! [Telecommunications Regulatory Commission - TRC] |

WHEREAS [name of Winner] (hareinafter caled 'the Winner") has undertaken, n
pursuance of Contract Mo freference number of the confract] dated
to supply [description of Senvices] (hereinafter called

"the Contract”).

AND WHEREAS II has been sfipulsted by you in the said Confract that the: Winner
shall funish you with an unconditional bank guarantee issued by & bank ipcated in
Jordan for the sum specified therein as a guarantee for the Winner's full and proper
sompliance with his confractual obligations in accordance with the Contract.

b .
AND WHEREAS we have agreed 1o give tha Winner a gummtgﬁ:- J

THEREFORE WE hereby affirm thal we are Guaraniors and responsible to Wou, an
behali of the Winner, up lo a tofal of famoun! of the guaraniee in words and figures],
and we undertake lo pay you, upon your first wittten demand declaring the Winner fo
be in default under the Contract and without cavil or argument, any sum or sums
within the limits of famount of guarantes] as aforesaid, withou! your needing to
substantiate or 10 show grounds or reasons for your demand o the sum speciied
therain. '

This guarantee is valid until [dd M Yy¥Yl-

ﬁiéhﬂl_‘y}é' and saal of the Guarantors

[rarme of bag urﬁfanm.fhstﬂu.‘mj

S T F

-

£8P~

< s
Fﬂﬁ'u'rﬁ%f -

fdats]
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APPENDIX (A)
SLA |

APPENDIX (A1) SOFTWARE

Maintenance and Suppoert Period

“Supporl & Maintenance” covers fixing of all Application code ewors and
soitware ermors, which may srise at apytime during the use of the application
and sofiware. .
C Software revision and updstes (fres-of-charge) for the ofiersd
lunclionalities set. _
. Telephone support (hot line).
. Onsie support |
. Online ticketing system o register anomalyfincidentiproblems with
aulo notificaticn/escalation and confirnation system via SMS and e-mail | this
sysiem should be capabie of accepting tickets from all companies invalved in
this RFP ang p ‘Update of anomalyfincidentiproblems resciution evary
defined period per anomalyincidentiproblems category.
The following features regarding the ficketing tool that shall be previded by the
Supphear in erdef to follow up different batches, and to manage all the tasks /

activiies incidding iechnical batches,
e M. the Supplier shall share other features of the ticketing tool, s TRC
G and M NO's can provide their feedback accordingly:
X, " - Sending alerts 1o predefined ueers (their email sddresses are

“worfigurable) when viclating SLA for any tickets submitted to do sn escalation.
- The toel shall contain hints and all the needed information that would be
useful far the user,
- The tool shall show some flexibility in configuration when reguesiing
some changes on paramaters for all ticke! phases,
- Total number of usess to be created on the tool is 40/perator.
- For any CR submission, there should be a centrelizafion for the
commercial approval o one User after the technical approval.
- The user who has a pamissian 1o approve technically can be assigned to
mulliple applications under his/her responsibility.
- There should be a possibiity cn the Tool of buliging reports and
extracting and viewing them in Pessible formats (e Exced, Graphics).
- The ueer who is in management layer shall have a permission 1o review
all CR's created under hia/her responsibifty across the hilerarchy.
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- Remoabe support if granted

Sovarity:
Cpfions for sewerity: P1, P2, P3
8 ¥ ibaria

Brocking Anomaly Imipects on production envirecnmen,

Critical (P1) Causes a service impact on business operatians (&g Crtical business
processes are disabbed). Alernatively, couses 8 servics impact an
business operafions dus 1o the acoumulsted impad,

Continuoug of rear canfinuous inferrugtion of service,
Mo Acceptable workeround svaiiakle.

Major  Anomaly Impacts proguctsn ar lab environment

MaorP In production envireamert, causes a major mpac of business operations
(e.0. handiing of business data). Alernativeliy, cavses a major impat on
beginess operalions dug o ihe acoumulsed impac
Inbarmittent daruplion of service b
Mo stable workanound availabls. :

Minor  Anarnaly Impacts production or kb environmants., .

Minar{P3) Causes a minor impact on dedsiapment Sctivity.

In production environment, causes &minar impact on business operatons
of and customer {e.g minimal handiing of business data). Akematively,
cpuses a minge Irli'lpu_d on biEingss operalions due o Lhe accumulated

Response Process for Applicetion code errars and software errors:

Type It rwendinn call Coirraclion
ancmsly duration (*) duration {*)
Blockmg 1 Ao

iP1) jas

Wajor S, i hours 48
Ancenaly - Hemurs
MegariF2)

Minor £E Howrs

Anomely 98 Hours
Minar(F3)

N
N

"
;‘.

L5 %
TRE)in.iie right solely Lo define the sevarity of the Anomaly on case by cass basis.

W

The Suppller shall provide the TRC in wriling with the name of the contact

person(s) to whom the faul should be reported, in addifon to 2 felephone
number, @ mobile number, & Fax number, an Email address and secured web
enabied system fo regisier inciden! and preblem,

The Suppliers appointed contact person shall be the single peint of contact
fowards the TRC in respect to any eupport issues. It is the Supplier's
responsibiity to escalate, If necassary, the respective requests andlor problems

to the related parties.

The Supplier shall provide any means of support services at the site whenever

neadad
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The Supplier ehail provide TRC with a rool cause advice once requested andfor
reded by TRC within s maximum period of 3 days or lessiior incident).

All gritical Software fixes, corréction packages, releases and upgrades shail lake
ptace during off- peak hours that are sat by the TRC.

The Supplier will coordinate with the TRC baforel 72 haurs of installing ary
Software fixes, comection packages. releases and 1 wesk before upgraces, and
will use #s maximum efforl to install the Software fixes, correction peckagos,
releases and upgrades without any downtime If downtime is unsvoidable, the
Supplier shall meke sure It Is minimal, and install the Software fixes, comrection
packages, releases and upgrades during the lime when fhe lightast traffic i
expectad.

The Supplier hereby underiakes o provide the TRC with all fives for any faults,
protlems, and bugs, in addition fo correction package documentation al no extra
cost to the TRC. TSN,

Upgrades e ©

The Supplier shall supply the TRC with upgrade whenever & new version is
avaigble and specify any additonal hardware, if é'n:f\, Jeguired by the new
software version, Supplier shall provide relevant docymeniation containing the
appropriate mplementation Instructions, upgrade Informigtion, user and support
documentation and functionalily specifications. g

The TRC may submit requests for additional funclionality in respect to the
Software that will constitute the subject for discussions between Supplisr and
stakeholders (MNo's and other concerned government entities) regarding future
upgrades of the Softwere.

The Supplier shall provide the TRC with an.updated roll-out plan for new softwars
versions for mformation mly,..ﬁl.a'ir__?ﬁ‘a vear,

The TRC may at its discrefion, postoone the implementation of Softwars
upgrades. The Supplier shq{[]ii cbliged to support the current and just previous
Software release. .

Al Partles TRCstakiehsiders (MNo's and other concemed gevernment entities]]
and the Supplier should sishare avery 3 months (if needed) to check the
upgrades and software features to approve each feature or upgrade.

Any fallure to repalr the mal function software on the time spocilied

above , the TRC and other stackholders (MNo's and other concerned

| entities) individually has the right to charge fine on the

s Liquidated Damages, Applicable rate: half percent of the

le contract price per week of delay and for any part of the week with no
mum deduction valua.

Nete “1 © such condition may be conducted through an individusl contract between
each individual party { TRC and MND) and fe Supplier,

Nole -2 . Whal appiles lo the TRC in fhe above condilions applies aiso to the MNo's
The TRC has the right fo sutharize MNO's lo exercise all the powers of TRC relafed
o fhese comdiions
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APPENDIX (A2)
SLA
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COMPLETE HARDWARE SLA
|

IT.IS AGREED

The Supplier undertakes to fully execute and parform the Services, commencing
from the Effective Date and throughout the duration of this Contract.

Upacn signing the SLA, the wo parties (TRC and the Supplier) shall designate
specialzed contacl person as first contact person(s). This SLA covers Tollowing
SErvice terms,

- Malerial Defects
= Accidental Physical Damage
- Damaged Accessories
- MNormal Wear and Tear
- Device Battery
- Cleaning and Preventive Maintenance
- On-zite support

Telephone and emails Technical Support
This SLA has some EXCLUSIONS as follows:
A device | &ny hardware part of the System ) may be recelved by a repair center
of the Supplier that is beyond feasible repair. Beyond feasibie repsir means a
device thal cannof be reamnal:-ﬂ-' repaired, including any of the following: a
device that Is delivered in numﬁmus bits; & device that is not the same gecmetric
shape as when it laff the facim?' a device that has thiee or more hardware major
components damaged Jmi'lnar screen, radio or main board, . stc), the estimate
for repaér would hg.uneate‘r than the price of 8 new devica of the same madal
Support of TRE data |
Consumables such as papers, labels, ribbens, stylus, hand sirap and holsters,
Eq urpmﬂn’r that has been subjected to chrenic negligence or deliberate abuse; or
Equmﬂe_ maged to the extent that the Equipment sarial number & no lenger

o

pq:dm- to previde fechnical support for TRC according to the fellowing definition

criteria:
Priarity Hame Defirdtion
Lt
™ “Device The device & not woeking |
Failura® functionml property,
P2 “Fartal The devics cause a majar delay in
Faflure” IREPONEE
Fi “Mon  critical Minar problems that do nel have
Fafiura” diraet Business mpas

Responee Process for hardware leshnical problems as follows:
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Firiciby Imsariaion Correctian curation
s call duration

P B 4 hours

PR 2 hours & heurs

] 4o 1B hours

The TRC may communicate problems by phone or by emall 1o the Eupplmr first
level support by the nominated Supplier a3 describad above. :

The TRC support person will assign a priority to the pruhlam acn::::rdng to the
impact as judged from the table above. 'x‘
The Supplier agrees to provide repair service 1o reslore. qu.q:mant-ﬂ-lﬂ'dwara o
goed working order {“Repair Services) Repair Services Trgtude lubrication, repalr
andlor replacement of whole units or maintenance parls, as defermined by TRC.
Replacement whole units and malntenance parts will be furmished on an
exchange basls, and replaced units/parts will become the property of TRC.

Any failure to repair the mal function equipments on the time
specified above , the TRC or ény of it's stackholders (MNos and
other concerned government nntluﬂ: individually has the right to
charge fine on the wlnriu-;huppllar as Ligwidaled Damages
Applicable rate: h&ﬂpmmt‘nf the whole contract price per week of
delay and for m#part of the week with no maximum deduction
value. LY e

Note: such mrrdmnn may conducled through a individual confract wilth esch
parny f TRC and: HND'E} and the Supplier.

.Th&k‘T %r&es to provide a suitable environment and working conditions for
; Wﬁ‘ﬁnﬁpmﬂnt{s:l according fo Supplier instructions. Any abuse or damage
xxﬁl &e (8] cause by the TRC users must be freated accarding to predefined and

agread managenal procedures between the twa partiss.

Note - Whal applies fo the TRC it the above condifions spplies also fo the MNo's
The TRC has the nght fo authorize MNO's lo exercize sl the powers of TRC ralafad
fa these conaiffons

Confidentialit: Each Parly shall (I} ensure that any confidential information
regarding the business, assets, customers, processes and methods of the other
Party which it may learn in the course of negofistions for, or carrving oul this
Agreement | ireated by it In sirict confidence and (I} only disclose such
informetion to such of its andior ils Affiliate’s employees or professional advisers
who have a need fo know such information and (I} not make use of such
information for purposes other than the implementation of the solution,
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« GCoveming Law and Dispules: This Agreement shall be govemed by the laws of
the Hashemile Kingdom of Jordan. Any disputes arising between e parties shall
be setjled by the Palace of Justice Gourt. |

= This Agreement shall commenceasof ..., ........ {"Effective Date™) and shall
remain valid for a pariod of xx year. Thereaftes, this Agresment can be renewed
for successive lerms of one year each, upon the writlen agreement of both
parfies, two months prior to the end of the Agresment's Durstion.

For TRC: For the Winner. oy

Name: Name: B
Titha: Title:
Signature: Signature; -

.. APPENDIX (B)

information Seclrity Annex (1SA)
INTEQQUGTI_EH'H
The purposel of this ISA is o identify the minimum security reguirements to which the
Suppller it
a FeRITY OF DOCUMENTS
This*{§A prevails over the Supplier's securlty policies whether or not referenced or
aftachedio the Contract.

This ISA is = standard document fhal applies to any and all Agreements that make
reference fo this 1SA. However due to the standardized nature of this documant the
Tollowing shall apply:

. The Agreemant shall prevail over the ISA, The ISA shall be supplementary
and subsidiary fo the Agreement, even in cases where a different order of
precedence has been set out in the Agreemant

ii.All termis written in capital letters shall be interpreted (1) in the first place, according
1o the definitions at the end of this ISA and (i) by defaull, as defined in the
Agreement contalning the reference to thiz 1S4,
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ili.Deliversbles as lisled in this ISA shall mean any product and’ or eervice crdered
based on the main Agreement Including all main- and ancillary cbligations.

| 1 GENERAL APPLICABILITY 1

The Suppler shall comply with ISA reguirements for Deliverables according to

the following table:
s S Section & Sectlon ©
MErE

. MHLHM BRGANZATION CHERATION
SECURITY &AL SEDURITY 5 SECLUIRITY

Soltware Applicahle Applicable Y -\I..,HIH
~appliceble

Hardware Applicable Applicable . * |+ ik
Y Applicable
Service Applcabic Applicabiie’ Apgicable

2 A TECHNICAL SECURITY

3 Security by Design
In grdsr o minimize the aitack surface of Deliverebles, the Supplier shall:

respect  slate-of-the-art &:p:drhy configuration  practices  (such as
hnps:m.nismuﬁqr.mgqraﬁi third-party security best practices applcable to
each Deliverable; ‘design Dellveratles to use only necessary components,
features and s&fiices (6.0 by removing unnecessary files, process permissions,
libraries and,-_ruehym‘if: ports); and Ensure that Deliverables do not contain any

Ehat:k_ﬂm-.__ .

A_._anglfigﬁjémhh shall;
o iy

%, befree of Vulnerabilities listed in the "CWE/SANS Tep 25° (hilp:ficwe mitre.org)
4@t the lime the Agreement is agreed of renewed:

be robus! against unexpested inputs (such as SOL Injection);
always act in a predictable way even in overload situations; and

Use siandard eryplographic aigorithms recommended by institufions (such 2
BSl, ANESI and NIST) at the time the Contract is agreed or renswad

The Supplier shal deliver evidence about tha security of each Deliverable such
a8 secUrly sudit reports, vulnerabilty scans and code robusiness analyses.
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sofiware and Hardware Dellverabies shall allow authentication data (such as

passwords) and eryptegraphic keys to be modifiable according state-of-arl
rabustness by the TRC and MNO's,
I

The Supplier shall Implement the mutuslly agreed security Statemert of
Complianca applicable for this projact,

The Compliance of the IS4 Requierments Shall beVerdfied by a Cerlified
Organization recoghised by International Regulalory Bodles especially (PCI
DSE)

4  Vulnerability Management

The Supplier shall put 3 Vulnerability and Advisory. Management System in
place being capable — among ofhers - to monitor seculity advisory sources to
get informed of new Vulnerabiities (inoluding thlrd-party companents) that could
mipacl the Deliverables,

Where appropriate, each Vulnerability shall have a urigue CWVE dentifier
assoclated with a CVSS score (v2 or above). Any alternative must be agreed
with the TRC and MNO's,

The Supplier shall promplly: provide information to the TRCabout each
Yulnerabifity and s :ﬁquennen (e, CVE, CWVES scom, affected
components ar mﬁ.lhnsjr

i
L g
i

Unless otherwise’agreed in tha Agreement, the Supplier shall fix Vulnersbilities
socording bt foliowing table:

\_11 ,;?‘ classification oo ok Officlal Fix time|
SLOrE time

J

,w 70 Critical 5 warking deys 1L manth

Ll . 100

. . Plapar

¥ id 10 working days 3 maonths
6.9
02 Minar /A £ manths

Temporary Fix time: the maximum tme needed for & Temporary Fle. The time counter
starts when the Vulnerability is discovered. If @ Temporary Fix is not pessible,
trve Supplier shall suggest a workaround with best-efiort approach

Page | BS




- I
|
Qfficial Fix time: the maximum fime needed for tha Official Fit. The tme sounter stars
when the Vulnerabillty is discovered, except for third Fay Vulnerabiiities whenms

the time counter starls when a paich is available,

There may be occasions requining @ fester response than the abeve table (e press
publication of Vulnerability in & Deliverable used by the TRC and MNO's with a significant
brand impact on the TRC and MNO's). For Vulnerabilties in the technical envircnment
necessary 10 operate the Deliverable (e.g. 05 for a Software Deliverable), the Supplier
shall employ commercially reasenable efforis fo support the TRC and MNO's to fix such
Vulnerabilities,

§ Security Paich Management

For Software and Hardware Deliverables, the Supplier shall provide security pahr.i'rea not
alder than 6 months at the following times:

at the date of delivery of the Deliverable __
&t the start of Acoeplance tests if there is an Acceplanoe pmné&undf
before “go live” if there are no Acceptance tesis e
during the iife cycle of the Deliverable

The Supplier shall deliver a1 laast 2 security releasis ﬁer 12 maonth pericd o bundle
majer and minor patches if necessary and provide information (e.g. CVE, CVSS
score] ebout the Vulnerabilities that have been fixed.

For Service Defiverables, the suppﬁgr- shall;

implament a patch management pn:}u;:aﬁ {including patch testing)

apply security patches promptly and guaraniee that securlty of the Service s not aliered
QY =

6 B.ORGANIZATIONAL SECURITY

7  Point of Contact.

The Supplier.shal nominate both, a contact person for securily refated matiers and an
Sup . gemenl contac! or key-account manager to handle escalalion
Efs, The contacts shall be provided for each project and changes shall be
municated prompthy.

8 Security lincidents

The Suppller shall promptly notily the TRC and MNO's in case an incident related to the
Supplier may have an impact on the TRC and MNO's (for example, loss,
alteration, disclosure or non-authorized access fo source code, data, personal
deta or information, afc,)

The Suppler shall use all efforis to remediate andior solve the incidert and inform the
TRC of progress and end-of-incident
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| |
B Aeccoss to TRC's Systems
I the TR granis the Supplier sccess fo ther systems, the Supplier shall

- befesponsible for any actions performed on the Assets of the TRC under user
and Servica Accounts stiributed to the Supplier;

comply with any process and means of remole accass provided by the TRC:

enture that there is no breach of confidentiality, availability or integrity on any
Aseets or services whilst remotely connecied to TRC technical and operational
sysiams

- Ensure unique accounts for every user Exceptions must be agresd in writing

by the TRC; .

- promptly notify the TRC when a user account is no longer requrr-a-d,. §
provide & periodic usar account review repart at minim mm:-pm a year; and

- Ensure that Service Accounie are nol used by inEiufl;guiﬂa"'l.-: kg in to TRC
systemas, b

10 Documentalion

The Supplier shal daliver to the TRC all necessary information to assess the sacurity of
Ueliverablee and lo securely configure the Deliverables. The Supplier shall keep the
documentation delivered o the TRC up-to-date.

11 Asset Management 3

The Supplier shall identify, dur.:urﬁlrnj" and protect all Assets (informalion, software,
hardware, computers, USE,_ stick, badge, teblet, smariphone._.) of the TRG that have
been entrusted to the Supplier-.«

12 Human Reseurces Security

Tha Supplier shall ;ﬁ‘ii.}m that its employees and any third parties appointed by the
Supplier for the pe:??rmarm of the Agreement;
- _PAssess he appropriate sacurity skills; and

i

. jx d implement the applicable security rules for the performance of tasks.

Upen request of the Supplier, the TRC shall provide the epplicable securily rules belore
the start of any tasks

Anybody acting on behalf of the Supglier, whe needs remole or local access to the TRC's
Information system, is required to provide identificalion information. The Supplier shall
ensure that any access on his behalf is not abused and assumes full respensibility for it.

Whete tha Suppler uses subcontractore to fulfil the Agresment with the TRC, the
Suppfier shall specifically identify them as subcontractors and ensure that the same due
care will always be appled.

Upon request of the TRC, the Supplier commils 1o use only security checked personnel,
ie. screened by national suthorities, for handling of sensitive Deliverables prior to
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deployment in the TRC's Netwark, as well as for maintonance of sensitive Deliveranles
during the whola operational phase.

13 Seourity Audiis |

The TRC or any third party assigned by the TRC shall hava the right e undartake audits
in order lo check Supplier's compliance with the TRC's security reguirements defined In
the Agreement.

14 Organization of Information Security

The Supplier shall apply 2n enterprise information security policy as a standard BROTORGEH
according to IS0AEC Z¥001 or any other standard. I

If the Supplier is certified, the Supplier shall provide is security nmlﬂcaﬁm and,i:e-ap the
TRC infarmed of renawals or revocations of ils certificates.

Upen request of the TRC, the Supplier shall provide |nTunna1]GI'l abnut his security
organization.

15 Failure to Comply with this ISA

8.1 Material Breach of Contractual Obligations

Failures by the Supplier 1o comply with the commiiments described In this ISA will ba
Irealed as material breach of the Agreement,

2.2 Liguidatad Damages! Penaltios
Furlrier to the remedies 25 a consequence of a material breach as set out in section 8.1
above, the TRC may apply iquidsted - damages or penslies o the Supplier as per arlicle
"Liquidated Damages” or *Pgnalties®sf the Agreement,

v
Unless ofherwise agrﬂ&d-i&__ the Agreement, the following liquidated damages shall
(additionally) apply in the'case of Vulnerabilities:

If the Supplier fails 1.dellver a security Official Fix for Vulnerabilities with 8 CVSS score
graatsr !hﬂnf as per the tsble defined in section A2 Wulnerablity Management®, the
Elars:fam celcutated as follows:

A am liguidated damages.

V. If the Vuinerability is located on the Service, V is the giobal cost of Service per year
far TRC. If nat, W iz the valis of the Deliverables.

N: number of calendar days exceeding the Official Fix deadline,
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16 C. OPERATIONS SECURITY

1 information and Access Management

The Supplier shall process, use and trensmil TRC information invelved in the Service
only for Service provision and only for the duration of the Agrearment

The Supplier shall ensure that
access to TRC information is based on a sirict "nesd-to-kaow” basis;

Access to TRC information lbogged and retained for the duration agraed In NEs,
and/ or Order including associated documents (a.g. Non-Disclosura Agresment
or Data Frofeciion Agreement) or 6 monthe by default. E:-:trm:ts uf |;elalr|-ed
logs shall be provided to the TRC on request: and - ,

- Unauthorized access (e.g. by other customers ar thind pﬂiﬂ&s:l t-l:- TRC
information does not occur under any circumstances,

In the event of a security incidert, TRC may suspend access = 8 reiquasl sluspension of
access unlil the incident is resolved.

In addition, the Supplier shall implement the following muasuraa an information classed
as confideniial by the TRC:

- data shall be encrypted when stored and tranemitted: and
A strong authertication system shall be mplamented.

2 Business Continuity Managernent

The Supplier shall fnplement in n:nirtpla:me: with the maintenance conditions agreed in
the Agreement, all necessary means {architecture, event detection and response, backup
plan, continuity plan...) to pibt-eﬁme Services from unwanted or voluntary incidents that
could threaten the coniin ud;z.- of the Sarices,

3 Eeparathn of I]u-.relnpment Testing and Production Environments

The 3 % all iepar:ate development. testing and production environments and shall
not u;% gticn n data for lesting activities.

i '\a%nFting

The TRC may request from the Supplier a security report related to the Services no mare

than twice a year. This security report shall include but is not limited to the following
infommation:

the number of securily incidents detected over the last 12 months, separately for infarnal
and external cavses i relevant:

detalls of security incidents over the period (detection time, nature and impact, salulisn,
SErVice recovery time, closing fime, time for resclufion);

fallow up of action plans: end
Future scheduled operations and Service evalutions thal may iImpact the security level,
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5 Use of Third Party Services

Acoarding to the arficle *Subeontracting” of the Agreement, the Supplier shall inform the

TRC # Third Parly services (e.g. data center services) are involved planned o ke
| invedved in the provision of the Service. The Supplier shall ensure thal Third Farty

services are alweys compliant with the security requirements applicable to the Service,
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DEFINITIONS AND ABBREVIATIONS

AsERLs | EnCOmpass - &8 dofined in O r?u:rT-prmH.- snd supponting asseta.
]

B Door means 3 feature or defect of Dellverables that allows surapttioss wasthorized
arcass o data

EVE maens Commen Yulrerabiities and Exposures as defired In:
Ikt feve mittre.orgndgx hm).

CW55 megns Common Vulnoraailitg Storing System as defined in
b e first. orgiowss .

Daliverablon miean any equipment, groduct ondfor service ordered on I!I'qlrlnh .hp-ﬂmm
including all main- and ancillary obigasions, . % = A

1 ._d ke

Informtion Security mann - in compliance with ISO/IEC J7001 and [SO/IEE 29005 - seeuriy in the
sopd of mformetion ‘processing and acthigles: 1prlrn--,r assets) relying on
teetnicel (inchding, but not limited va IT, prmmﬁﬁm aetwerks) and non-
tecPmicel resources (including, bt not Ilrn-l'l:ud_h:r stipporting sdsts suchas staff,
partness, organizations, procedures, terms ard Conditionsl.

Cficial Fix means that 3 complate ventor salution is avallable to i 8 Vulnerability, ssher by
means of an official pateh or an upgrade.

s meEans Oparatiag Eyﬂgrrl.

Sarvice Account megns & ssecialusar account that is cmated axplicity for 8 Senvice,

Temporary Fix mesns that Hn:n;lﬁ an wofficial bukt temporasy fix avallable to fix 3 Vulnerability,
u.-jmhrg hut_rrut limited 14 - Smporary hotfiass, tooks or weskaraunds.

Wulnirrasility ml;!‘!& dvinakness that reduces availability, imtegrity or conlidentiality,
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ANNEX (A)

Requirament for application and irtermadiate application
In designing &nd implermenting the (SCBRVS) systern and iﬁaaddi!inn of all
requierments in the ToR , Apendecies A.B and a3 & minimum, the system
should algo suppart the folowing requirements: [ These are minimum
requirements and are by no means folally nclusive.,

4. Authentication:
All Password rules must be parametarized. ,
Allow users bo select and change their own passwords and include @ qnn'f;lhm'lh:n
procedure to allow for input errors, _6
Store password files sepearately from applcation wslem-dai_z'i with encrypfion. ¥
authentication is done by vsing different way , plesse inin:;ﬁm us"
Stare and transmit passwords in protected {eg. er.-::r:.-'plha or hashed] form

b. Audit Trail & Loaging:
Event logging

All security relevant evenis 'rilmn_t_ be logged on, login feilures, data modification,
usa of privieged ar.uuunlq:_,.fﬁhange o access medules or file permissions,
change o usurf_pﬁ'nqlﬁﬁnm. use of any privileged system functions, and all
securily administrator sctivities.
Log Audit shqi:lbq_inbluﬁe the foliowing :

» ~User |Ds;
-+ ' Dates, times, and details of key events, e.g. log-on and log-off

L

P I:::.w_;:,‘-l:lrr-.*{I'El'mirI.EIf identity or location if possible:

= Records of successful and rejected system access attempts;

»  Records of successful and rejected data and other rescuree access
altempls;

* Changes to system configuration;

= Use of privileges;

+ Use of sysiem utilfles and applications;

= Fikes accessed and the kind of access:

»  Network addresses and protocols;

« Alarms ralsed by the accesa control system,
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= Infarmation about the event (e.g. fles handled) nrfLiIura (Eug, error
accurred and cormective action taken);

» \Which account and which administrator or operator was involed:

= ‘Which processes were invalved?

o Activation and de-activation of protection systems, such as anti-virug
systams

» |nbrusion detection systems

3- Ewvent log must be in relational database format. And the Logs output should be
readable and not need to be read by vendor only.

. Inpultf Dutput data validation

Input Crata Validati

1- The user should noi have the authority fo run commands frpm*-fhs application
even If he'she used third party tool H

2- Dats input to appllcations should be validated lo ensure that this data ik cormect
and sppropriate, ' :

3- The applicalion should have a me:;han{sm e chm:kr. the input of business
fransactions, starding dala [e.g. MJSDSM, names and addresses, credit limits,
customer reference numbers), and parameter tables {e.g. sales prices, currency
conversion rates, tax rates). . |

4- Dual input or alher input :h:u'_nhﬁ, such as boundary checking or limiting fields o
specific ranges nhmmﬂ_aﬁ to detect the following errors:

a, Gut—::-f-uﬁpga'ga]um;

b. Invalid characters in data fields;
. M|Eﬂi}‘l'ﬁ:;:lr inmmplata clata;
- d Exteading upper and lower data valume limits;
7 B "_'l;rnaulfurzed or Inconsistent control data

©“Control of internal processing:

1= The application should have ability to prevent man-in-the-middle and replay
allacks

2- The system should have the ablity to prevent programs running in the wiong
ordar or running after fallure of pricr processing;

3- The System should use of appropriate procedure fo recover from failures to
ersure the corret processing of dats;

4- The system shoulkd have a protection mechansm against attacks using buffer
overmunsioverflows.
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Dt # valldation

The eystem must have the ability to check the Oulpul data validation as
| following: |

1= Plausiblity checks fo tesl whether the output data is reascnable;

2- Reconclliation control counts to ensure processing of all data;

3- Providng sufficient information for a reader or subsequent processing system o
detemine the accuracy, compleleness, precision, and classification of the
information;

4- Procedures for responding to output validation tests; '

5 Crealing a log of activities in the dats output validation process. '+ .-

A

I'II.':!! Et E“I
1- I'FElrs'_».r Encrypted must ba available when r.vanafarrmg all imns.m:ums from TRC's
io epplicalion servwer
2- Passwords musl be encrypied ard in cipher texi in the application servers and
when transferring passwords, pesswords must not be known by any siaff even
the administrator and must be encrypted in the database.

26 Support the fnumlngf;n‘.ﬁ s conneciion foatures:
2. The APl's uaEd.;muH be separated and dedicated to the ealution
b. The -"'-F"l g I:'-ElaI;!'-mli't:.I should have exceeded the tolal traffic cama from al
mobiles.
€, 'I"I-EAF'I‘E should have a mechaniam io prevent the traffic came from un-
o~ trusted source
p nwé—_;rm APTe should have log enabled 1o race any case.
<7, Y& The API's should have meshanism lo delect any man in the midle
N attack
f. The APl should have mechanism to limit the number of cpen connections to
operators backend.

27, pravide BOG {list of hard ware) to cover the solufion.
28 provide list of software (Bst of licenses needed), and the open source products
ag wall

» Thedevice should be highly scalable

= the finger sequence, the caplure mode and further caplure paramelers
can be configured by the user.

Fage | T8




| |

« The inages can be saved in any industry standard format even in NIST
structure, The faransic qualty of the fingerprint scans makes them ideg!
for precise ard relisble identificatian.

= Flexitle integration is supporied by the dusl power system: The device
can be powered at least through USE connection, or from exiernal
power supphy,

» the related scftware package (SDK) can be integrated easily into

complets solutions.

High quality fingerprinis

Auto calibration

Aulo caplure funciion

Aulo segmentation

Awomatic image qualty check

Interactive user interface with pictograms e

Intelligent indicator system 1 o
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ANNEX B

TECHNICAL MATRIX CﬂMPLIENEé FORM

[LETTERHEAD OF BIDDER]

[==insert date>>]

Telecommunications Reguletory Commission

Amman, Jordan
Attention: CEO
Dear Sir,
Re; Tender No.. dated dd mmm yyyy
Technical Matrix Compiiance Form

This is the Staternent of Compliance submitied by [insert name of Bidder as part of his

Bid filed en [=<insert date==] in response.to the above referenced Tender.

The undersigned, being the Authorized ".—,‘-.igratw[s} of the Bidder, hereby confirm,

acknowledge and agree as follows; -+

1 Except as cladinly specifisd in Form "Technical Matri Compliance Form”

aftached to this Statemsnt.of Compliance, the Bid is complete and comples in al

respects with the réquiréments of the Tender,

2. All of the.Informisfian set forth in the Bid is true and comeet and the Bid doss not

f.n-nIEl'E'l: any misrepresentaion of any fact and doss not omit o stale any fact
n iqr_tn;haka any statemen! made therain not misleading
F s

3 ciearly specified in Form "Technical Matrix Compliance Fom” attzched
' '=t$\lh tatement of Compliance, the Bidder:
(s, Has complied with & of the requirements set forth in the Tender
Documents to have been complied with prior to the submission of the Bid:
{n 15 in & position to sign the Contract and to perform and comply with all of
the conditions of the Contract and other obligations; and
(ili) Agrees o sign the Contract F his Bid i8 selected pursuant to Tender
Documents [ Tender name and MNo.].

Each of the undersigned has read and understands the Tender Documenis and
agrees to be bound by and to comply with all of the terms, requirements and
propedures sef forth thereln,

None of the undersigned is aware of any facts which could form the basis for the
dizqualfication of the Bid
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Yours sinceraly,

[Marme of Bidder]
8y

Authorized Signatory

[Mame 1]
By.

Authorized Signatory

TECHNICAL MATRIX COMPLIENCE FORM

Abbreviation Coda

FG

=

Fuily Compliang

Descoription

"'.- .-.. .I
Yowr Solutlon & 100% compliant
with i Tandar reqisramants

Partially Compliard

Your soluiea consisis of &
workaround o requires minor
customization, Provide  some
Indlication on the wolume of
customizalion neaded.

RG

¥our solution
requinement, hewever
reasonable  cuslomizalion &
required. Gise some indications

will TR

Fuiume Relesse

Curresyl versian of your solulsan
doas nd  suppart - TRC
recpaTERmants; novEver, i is part
of a fulbrg refesse; Slabe the
date.

__‘::. '1.‘_:.‘?,_-. ]
T
"G

\%r ﬁ};-u

Mot Gormpliand

Your scidlon wen't sippar such
requiremant.

Group Mo,

Reguiremant List
Blometric capture and verification technology Considering fhe

foliowing

A. Expose 3 sacure APls for Biometrie validation
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b. The system to handle the current concurrent hits { 6 1o 20
hit'sacondper oparator )

€. The system verification response fime should not Impact
current registration procoss ELA (1 saconds)

Support intelligent networking &t the core and the e,

Support online and offine capabiltles with highly secured access
ever public networks,

Allow approprate, secured and encrypled storage of electronic |
(rathar than paper-based) recard and ensure that franssclion
databages are accuralely updated, maintained and secured.,
taking Inte consideration using clear formula of storage
caloulation

integrated easily info any lype of identity register software,
taking into consideration cuslem build applications ﬂ!gg.amn

Highly reliable, sacured and encrypted a]ratam Ih!lﬁmurrt et
usar or any third party from editing, modifying, nmy{rﬁ grinting
or performing any transaction on the 5yst-um ulhar than what Is
requested and imited by the TRC

Suppart bateh consolidation of dally rey ion -:Iata, aning
between TRC central Data Center an;i yi-tum { during sysbemn
off peak).

Ensure that every SIM card be a&au-::l.nl:eﬁ willy ifs user's ideniily
as it appears in the identity Database of Jordan, provided that
the Mobile Network Operators (MNOs) are not allowed o store
Biometric informatan.

Ilsar f|1E|n|:|11.r Jhighly performance system JBasy fo use for non-
technical users and supposted on well known proven opereting
system s,l.ml'raa endroid-and |08

Simple user interfaces b search, view, accepd reject registration
formation’s.

“imple

Easy to'be lailored o meet @l TRC needs with smooth
=ntation and easy deployment

“'thﬂhnrl secured and Encrypted dedicated connection between

all system companents.

| Bupport muli language (Arabic and English).

Fuly cormpatible with Identity data register.

Capable of reading passparts and any other identity decuments,{
if neaded)..

Capability to suppor Disabled users registration and
authentication { espectally the dizability to provide Biometric infa

e.g fingerprint)
Capable fo generate urigue fransaction 1D's (e.g.: hashed
nurnber) per opertor fer all ransactions executed

18

Capable o support and trrtanraln with NPS ( number portabifty
sysiem) If needed,

18

Comply with the securlly Recommendations as per Appendix

20

{E). -

provide HW or recommend HW fo carry the system parformance
with & max of 50% HW utilization and keep another 50% for
fifure expansion

21

cababie to expand on horizontal scale to ensure peformances

Provide a security cerification form recognized Intematona
regulatory body that cenlify the system from security vuinerability
&nd ensure implementation of security best practices on the

targeded systom ,
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Integraflon ta be hesad on SOK / secured AP

The API's capacity should have exceaded the fatal traffic came
from all mobiles.

| 25

The APIs should have a Tmharﬂam to provent the fraffe canme
from un-trusted source

The AP| should have mechanism to limit the number of open
conneclions b aperators backend.

27

provide BOQ (list of hardware) to cover the saiution.

24

provide fist of software (list of licenses needed). and the open
source products as wall if applicable .

28

Solufion should support oniine and offine capakbilities with highly
gecured Bccess over public networks

Solution should be Integrated easdy info any type of Kertity |
register software, laking into consideration custom I:ILHI:I
applications |rnearation L

iR

Business Performance measurements to be acl‘umﬂ,

32

Frovide a syslem to manage workfiows {wﬁ-ﬁaﬁm and
provisiomdng of requesis)

33

Al user inferface provide to end-usées’ stml Ee gasy to use far
nan pmfnss.mnal LISETS,

a5

.....

gescription for ai numpmnts-q_nd slements neluded in the
proposal not limited to HLDY LAD, OFD

Tomeet the Volumes et menlioned

T

displaying meaningful error messages and valldation ruies on
Eyatem, . i

Goarpzral

34

-} Solutioh so that TRC brings L.

the system design to be &8s tabs.
The Supplier slﬁ:'llrld have one of the bvo below optlon

1. The & that will hold the Solution to be defvered by him
2 Tulzme hardware specification that will hold the

40

-Eriféct time line should be within & max of 12 months

) tl‘alnmg should contains 'nm:aaFirElnlng o Supplier spacific

Provide iraining for end users, against number of attendees, this

raining against clear costing medule

Provide training for technical and functional administrator
fdevelopers , against number of altendees, this training shoud
contans official training and Supplier specific raining against cest

Highlight propesed terms and conditions fer the wamanty period. |

Highlight propesed terms and conditions fer the post
implementation suppor and maintenance,

The Supplier must supply the bill of guantites and all licenses

needed. Ary deviation during the implementation will be the |

wender responsibility

The job of implementing the Solutlon until the Go ke / pufting

into service shall be the Suppiers's responsibility {including

praparing af the nesded actions and actions document in

addition fo the rellback plan and steps) and a handover
appropriate period will be nesded after the Ge life / putling into

service within 3 months.

Supplier to list the SLA for the Support and anomalles/Bugs
esodution. = 000000000000

4H

Supplier to indicate a detailed responsibiiity matrix.
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Supplier to list the resources needed from TRC against the project

i milestones,

§¢ | The proposal should list of ail dellverabies

51 Supplier to provide project milistones with a high leved project
plamn.

52 The Sokicn must comply with environments and avaikabiity
requirerments lisiod belbow:

33 Servics Pariod fof production systems: 24XT

&4 CQrwurell avasabiity: 98,98 (1 day for pre-producion)

a5 DEasier site protaction: Yes

55 Eackup shility to; backup system , execition of the hack e should be
in minimurn tire ot 1o escead 1-2 hours.,

57 Production: Multl ter i

58 | Pre-production Mult ther o K

50 Suppéier to list sohution cantrals By ¥

60 Supplier to list solution limfstionAssumptian _

E1 Supgplier o list maintenance details and SLA 247

62 Solulion must be implamentad wa sn Oracle D,
The solufion mogLle must provide reporing tacs with abiily 1o

63 areate the sd hoo repcur!: u'u;gr quuﬁkl;r and exsiy on all db

g sirutlures

Solution must have a iml-nf P that covers the solution Lisgge

&4 and integralion peints , with 8 dynamic/corfigured that can be
sasily changed,

85 Llsd af mmbualnaas and lechnical processes and how it wil be

o done through the system

The anlmqn muist be from a licensed product, from Known

GG
vendar,

g7 | The Supptier should perform siress lesting on he D & APP

BB

- "‘ra'n.ral h no limitations en the number of hits via the used fools

ution GUI should be Compatibility with Ms. Windews
(8,10 , Bate ).

‘| The solution GLII should be Compatibility with Internet Explorer

E'f-’. © | 10,11 and latest , Chrome , Firefox , efc...
. The solulion must be compatible with the standard types of
frl clusters (VERITAS , Windows,._)and load balancers(Fs
; CISCO,.) .
24 For High Availability sewvices, HA testing Scenarios are required
o 05 + DB + APP levels
72 Supplier to deliver the source code of the project o
TRC/comapny or deliver an Escrow Agreement
73 Supplier should provide UAT testing scenarios that covers all the
aspecis of the solutien nciuding it's integration systems
Supplier shall prepare and maéntain an quarery back-ug of
=4 eorfiguration, source code, application deployment and
execulable scripts as determined by TRC as a preventive
megsure for whatsoever Back Up prablems that may occur,
75 Supplier to provide Testing scenaric’s {simutation of rea [fHe)
76 Supplier will do stress testing and to provide resulis (KPI's) before
going live
7 Supptier to follew the best practices of coding
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7a

Supplier is responsible for any migration of data inte the new
salution f needed,

7

The soluficn should support urified code for mobile applicalion
[cress platform mobile aps) , and all the features should be
supparted in the mabile version

Any cusiomization on the'original produet il nof make the

a1

sciution out of the suppost from the main Supplier
Systern Interface must support Arahic & English

g2

_Systern_must support Arablc & English data

B3

Flace of execufionfimplementation will bs in Jordan

Uszer friendly highly performance systemn easy to use for non-
technical users and supparted on well knewn proven up-urahng
system such as andrald and 105

Security

The Links should be protected by SEL urﬁﬁc@tt-{i‘h’ pﬁE_n{I-FI'I'P'S
instead of HTTF) Sy s

Foliowing Fassword controls must be implemenied

Password Length. The password must conlain.at least B digits.

Fassword Compexdy: The passwird. shpmnldha complex at leasl
glpha [LUppes, lowerk-numenic,

Passwords must be changed (First time it is used)

Fassword Life time: The madmum password e duration must
not excesd B0 days (Systemn should alert the users of passward
expiration &t least 1 week before the password expiry time)

| must be prevenied

Password Hislory: A récosd of pravious User passwords is
imaintained. A least the re-use of the last 6 different passwords

Locking af Account: ThETurb of unsuccessiul log-on aliowed |
attampts’ mu:‘-:‘he limited fo 3 attempts,

Default mn.lim Bccounis passwords must be chenged, and be
controfisd hr Crparatlon team,

| The p sword must be stored on system with streng hash
L] ianism (Hashed with sait).

Rassword or reset password value must be send through SMS I
not encrypted emall is needed

B

All Password rules must be parameterized.

Bl

Allow users to select and change thelr own passwords and
include & confirmation procedure to allow for input emors:

3- Btore password files separately from application system data
with encryplion, "if authentication is done by using different way |,
please advice ™

Store and transmit passwords in protected (e.g. encrypted or
hashed) form.

Ukl

Session [D must be unigue and suo generated for each session

All the fietds showld by subject fo date input validation 1o avoid
any kind of 3QL injeclion or cross site scripting

B33

All the togs and tranzaction must be kept In He server, and 1o be
sent to centralized log server (Split betwean systam logs, DB
ioge and application logs).

I All gystem interfaces and integretions with other system should
use the fellowing security controls;

To use secure protocol during dats tranfare
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Tha uger name and password should have one ewner and the
password shawld be saved hashad

The fellowing User Aceass contral should be implemented:

HE

Al default user IDs that are not specifically required must ba
remaved or disabled |

Ueer rights and profile should be clearly dentified

Successtul and unsuccessiul log-on attempts must be capfured
and retained,

Support Rexible password life cycle expiration {currantly 75

g8

days), number of days will be parameter

Inactive user accounits that are dormant over than 75 daye must
be stopped

]

User sessions must be protected from uneuthorized atcess and
application sessions must avtomatically ime-puts, .

100

Access fights modifications or deletions mustfolow chafige
management, documented and logged, - 0

User activity should e logged mainly forigrivileged accounts
(ability to log every single action on.the systam with all detals
about the action such as user i, IP addfess, the module name
the type of action, time, date, and brief description on the action
all these without affecting the DB performance. The audiling
should go te any hierarchical level. }

Audit Trail Capability (Allows keaping track of which users made
(additions or updates)),

Conduct the following secirity scan and all connected servers

and services befors the going live

101 a) Vulnerability Assessments
5) Automatic and manual web Assessment
L 2} F'Eﬂﬂijgjﬁ:m 'I.aal:lng
102 Suppart MNOs system of automatic disconnect afier a cartain
Jdeal fi
1 ﬂm generate unique ID°s (ege.g.: hashed number} per
_ _operator for all transactions execuled against the system .
103 The Solution should comply with 1S4 Annex
Solution should show detaled specification of the encryption
[ process for integrated data. (1)
= % 104 The solufion mus? provide starup & shutdown scripis
& 3 "“:e“ The solufion mus! pravide backup & resione s:rip_ts%nr Online
W 05 Backup
L T 106 The scluion must provide backup & resiore scripts for Offline
L Backup
= 07 The ssiubon must provide aulomatic email notification for any
5 frequent operational tasks
3 108 The solution must provide awomatic SMS notfication for any
4 frequent operalional tazks
- 109 Logs rotations with configurable period, and abillly to ciean the
onginal legs.
110 Logs rofations with configurable period, and abilty to clean the
ariginel logs.
111 The sofuion must provide functionaBity to support a purge policy
for iogs and fraces after a Sexible defined time thresholds.
<5£T 59 112 | The Solution showd be high avallable. _
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Sefution should support multi-tenancy in term of Administration,

127

113 Legging, Reparting HW architecture so each MNO wil have
thelr ewn fenant. Also the HW showdd support terancy in ferm of
{(RAM, CPU, 0. |
Solufion must show amlaua performancs utiization agains:
114 hits/AJseraidevices to meet the Volumes mairix | § hits/ second
- = 20 hit'second/per aperator )
Salutian rmusl show needed slorage Tor electronic record and
115 eruns that subseriber dalabases are pcourately updated with clear
formula of dlorge caloulstion
116 Solution must show delailed specification of the netwark
117 Soluflon must show estimated size of datebase
118 Selution must provide HW spesification with sealability,of-50%,
119 Soluton must provide HW spesification with mmﬁ Ak 50%.
the wendor o provide detsiled =alution armﬂn-::hh'n gesnrq;lmn
120 for all companents and elements Included jn the'propesal and ai
integration points with wstumpplluatlﬂn.l‘naﬁhrk element HW
The Solution must show (Clear Techrric:ﬂ ﬂﬂ'ﬂ-mm] the
121 recommended Hardware specification 8né HW and
infragtnaciure requiremenis agams;mh above reguirement
122 The soluticn must highlight the needed' cedificates
The Svppller must provide & blusprint of the Solufien architacture
123 with gll the senser | s',rat-arrm infegrated , natwork elemants |
inferfaces
124 The golution must have lht abilty expand on harzantal scale to
insure perfarmances | |
125 | The solution DE must have an open DB struciure and retaned
mwdel HEM TRC to accese all the data freely.
125 Lizt all interfaces for the apphcation with associated ated poris
} El.nplurrm responsblie to supply and inetall of software products
.. A list of software products and the relsted cost (purchase snd

-rrlaln nance) to be included in the response

Euppﬁ;r i responsbie and inatall of middleware produwsts,
incuding detabases; A list of software producs and the related
cost {purchase and maintenance) io be Incuded in the response

Supplier [& resgonsbile of nstaliation of sdminstration tools like

AN _Azg | supervision, administration and scheduling software, A it of
o T products and their costs (purchase and maintenancs) to be
A ineluded in the response
Lt = Supplier is responsible of designing lechnical architecturs
% cansidering efficient and cost optimization best praclices.
Monitoring compliance and deactivating all unregisterad SIM
131 cards after the imposed deadline and Verifying, copying and
sioring users’ identity documants
132 | Subscriber 5IM swap verification and requesting.
E 133
£ B The solution has to ensure security for critical data. Data
o= izolation sheuld be implemented when needed
E 134 Mechanisms procedures to prevent data corruption must e

l

implamantsd
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135

The number of different data reposiory databases should be
limited. In particular the vendor will state in its response for 3l
different database |

« Diata model El-u:ﬁh;l be dellvered with Description, reference
table of data degloyed in the commercial| 15

+ lis type(MastenSiave)

= The exisling link between he reference 1abie of dats
{replication | inguiry)

136

* For each reference table of data, description of the main data
maneged

137

The solufion must implemeard an autornatic mechanism of
implementing Archive rules for fables/filesicbjectidirectary o &
separated fablefiles/objectidinectory

133

The solution must implement an aulomatic muc,hqium:q{
cleaning the archive fablefiles/object/directory ™+, %

138

The: solution madule must generate permanent log on every
single action on the Solulion with all details @bout the action
suth a5 user id, PC name, the medule name-he type of acton,
time, ciste, and briaf descripfon on the aciion all hese without
gffecting the performance Inmmw-nmr activities

Logging

Ty

The eoiution should provide functionality to facilifate permanent

141

audit irails of users’ aclivikés,

The soldion must genergie permanent reports on wssers and
there aclivates, and particlgrly to configure performance and
efficiency parameters and see which Lsears fall outside of or
cloee to these pardameiers.

Ll

143

The solution  must have & permanent Track and permanent
logging for all bperatione on data in the system.

The eollitién stiould provide functionality t Spit between system

Ta4

L 't..LIh
45

logs, appllcation logs, and end-user logs.

¥ ]I'h.-: ﬁﬁﬂjnn should provide fo capiure and retaln Successful and
s5ful log-on atempls

“List of all loge that can be generated from the solution , list them
1]

We.

Solution must generate permanant bog if cross ske scripting
S0L Injection trials and attempie happen

=

}m‘

Solution muet implement fracking and pearmanent logging for all
operations on solution l’-"[‘_l_-

148

Solution should track every operations made by registered end-
ESETS,

148

The security module must have the ability to log every single
action on the sysiem with all detalls about the action such as
user id, PC name, the module name the type of action, time,
date, and bdef description on the action all these without
affecting the DB performance. The auditing should go to any
higrarchical level. This l& applies for Admin and Develegper

150

Event log must be in relational dalsbase format And the Logs
output should be readable and not need to be read by Supplier
onily.
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The security madule must have the ablity to log every single
action on the system with all detais about the action such as
uger d, PC name, the module name the type of acion, time,
date, and brief dnmphun on the action all these withaud
affecting the D6 perfarmance. The audiing should go to any
hisrarchical level, This is applies for Admin and Developer,
Terminal idartity or location if posalble;

Records of succeseful and rejected system ascess aftempts;
Records of successful and rejected data and other resource
access atempls:

Changes to system configurafion;
161 Lise of privileges;
Lise of system utilities and applcations:
Files accessed and the kind of acoess:
MNetwork addresses and protocols; =
Alarms raised by the access conbrol system; £ i
Information about the event (e.g. fles handled) or 1'-:|I'|.ru; {eg.
erar ocourmed end cormective aclion tul-can],_ i
Which account and which administrator l:l'-l:l'p‘_".l'ﬂtﬂt was
involved, e .
Vihich processes ware invalved? . ¢
Agtivation and de-activation of prde-:tsﬁ‘n-’ﬁﬂmns such a8 antk
virus systems
Intrussion detection sysiems:
i3 Reporis on general usage ahn]] be :wmlal:da and simply
configurable
183 Reports on usage per rser Bhal be available and simply
configurable _ :
£ 154 Technical reports (logs, aut®, monitoring)
- 155 Sn{uhan.rmktfaimiu peak performance utilization
= 156 Solution nigtﬂmwawrag_g:rhm;nm utilization
167 Create fhe'ad hoc reparts |, very quickly and sasily
_158  .[Abilityto generate reperts in different farmat (Excel , POF . etc)
153 “ | P ¥or solution usage, with average that can be configured and
o« | easiy to be changed
180 the Drocurmentations should be from the original Vendor (Soft
. copy and hard copy)
L Blueprint for the solution architecture: inciuding datafiow diagram
P “*L‘:ﬁﬁz Capacity and Sizing guidelines )
R 153 Integration map with external systems précising e technologies
R ""H:» (standardized lechnologies)
"-E_‘ 164 Detailed functional specifications
2 165 Defailed technical specifications
£ 186 | installation &Configuration Guide
§ 187 Data Model precising data shared with exsisting extamalf legacy
3 N systams
o 188 integration Test sheet
168 Test plan.
170 User Guide far the end-users.
174 Devedoper guide for extensions, custormizafions and
configerations.
172 | Mantenance documentations.
173 Operafional documentations. [System run, Database special

check, Back-up and Recovery Operations, Disaster Recovery
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Selup ... ate).

174

Testing Documents (plan, tools, others)

178

Feference Documents (Standards and Tming convantions,
sacurnty, ele)

176

Training Documents related fo Iraining reguirements

177

Management Documents (Quality Assurance, ..}

178

Docurnents related to System Disaster Recovery & High
availabliity (pian. testing scenarios, used tools, ete.).

74

Selution scurce code documenation

180

DFD {Data Flow Diagram)

181

High Level Design

182

Low Level Design r

163

Supplier to Provide training for end users, ﬂwml #thm.:
attzndess, this fraining shoud contains official training or ender

184

specific training against cost i

Vendor lo Provide training for POS,_ agﬂlnﬂ#bf attendees, this
training should containg official iraining, of wender spacfic
ftraining ageinst cost o, &P

Training

185

Supplier to Provide iraining for technieal and functions ITH
Developer’ Administratar & Operanfional Team | againsl number
of attencees, this fraining should contains official training and
vander spetific raming sgainst cost

186

End-2-End (E2E) Integration Tests

Supplier To tast the infegrated system from interface to infeface
and inclyde the performed tests and thelr results with the
delvery dotumentation

187

1 gunn@_rﬁ'y Tests

To test all the connectivily poinds and protocols

| ‘i'ﬁL'nmﬁﬂlng o the connectivity metrix provided by the bidder

Baraliel Tests

A Supplier To cover tests across the chaln to verify the expected

oulpuls against the existing system and identily the required
behawvior in case difference is detected raquired

Performance and Load Tests
Supplier To cover tests across the chain to verify the expected
performance reguired for each environrment

160

User Acceptance Test
Suppler To test the integrated system In arder to accept |t prior
1o e culover

+ Tesi case development based on business processes and
dient applications possible scenarios cavering all output

* Full configuration and exiemal table population for Acceptance
Test

* Invoiving 3rd party systems and inferfaces

- Validating the different Mediation outputs against expected
resulls

181

Rogressicn Test
In case a defect is discovered, regression test wil be required for
the re-delivered module to enesure no undesired/unexpected
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182

Ensure the MNo's systerms cababifties of Monitoring compliance
and deactivation all unregistered SIM cards afler the imposed
deadiine and Verifyng, copying and storing users” identity
documents

If the MHNo's aysiems have no such feature it should be vailgbbs
of tha Systam .

183

Ensure Subseriber SIM swap vesification and requesting,
considering MNOs awned systerms

If the MNo's systems have no such feahirs it should be vailable
of the Systermn

194

The Supplier shall provide details on which Upgrades (e,
Updates or Enhancements or Extensions, sither for hardware
andior software) for each of the Platform Elements depicted in
the target archilecture can be done online; and which can be
done only afffineg b

185

Lipgrades

ey
Recovery procedures must be automated, for both fafl-Gver ana
fail-back i

186

Software upgrades must be performed with. smoath transitien to
thve new releases with & possibility of rollback:

8T

t is neceseary lo be able fo process very quickly requests fat
fuffills new customers” nesds such ast activation of new
confracts in 1 s=scond W )

128

Performance

Support baich consalidation of daily registration data, online
between TRC central Data Canfer and System{ during system off
peak).. Ensure that every SIM card be associatad with ifs user's
identity &5 if appears in thé Identity Database of Jordan,
previded thet the MNOs are not allowed to stere Biometric
information:. . \

1895

98% of creation (ransactions in iess than 500

200

o i -
B9% ufmgg_“umﬂﬁluns through consultation screen in less
than S0DM=

[\
ot

gy,

T

L

'T{'m-UEur should not have the authority to run sommands from

the application even if hefshe used third party tool

Dada input to applications should be validated 1o ansure that this
data is correct and appropeiate.

rﬁt.
-

fi
Ll

The applicaon should have 8 mechanism to checks the input of
businese transactions, standing date (e.g. MISDSM, names end
addresses, credit imits, customer reference numbers), and
parameter tables (e g, sales prices, curency conversion rates,
tax raies).

-:-i':‘.‘:.
Input Dﬂﬁﬁﬁ}

204

Dual input or other input checks, such as boundary checking ar
limiting fields o specific ranges of inpul data, 1o detect the
folawing ermors:

1. Qui-of-ranga values;

2. Invalid characters in data felds;

3. Missing or incomplele data;

4. Exceeding upper and lower data volurne limits;

&, Unauthorized or inconsistent contral data
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Control of intzenal precessing

206

The application should have ability to prevent mar-in-the-middie
and replay aliacks

f-ﬁ:“'*

The system should have the ability ta p -"lprngrsr.mu runmning
I the wirong order or runring aler faliure of price processing.
v

=

207

£08

The System should use of apprapriate procedurs to recover
from failures to ensure the comect processing of deta:

S

The system should Héi-m a profecton mechanism Egainst aflacks
using balfer cvarnmeloverlions

Catput data validation

g

J

209

I

T Recanciliation contrel counts to ensure processing of all data:

L
The: system must have the ability to check the Output data
. validation as following:
~r.1*.'- Plausibility checks fo test whether the culput gala s
b’ regsonakle;

" 3- Providing sufficient infarmation for a reader or subsequent
processing syslem to determine the accuracy, completeness,
precision, and classification of the information:
#- Procedures for responding to output validation tests:
5- Creating @ log of activities in the data output validation
process.

The dovice should be highly scalable

211

the finger sequence, the capbure mode and further captura
parameters can be configured by the user.

212

The images can be saved in any industry standard format even
In NIST sfruciure, The forensic quality of the fingerprint scans
meakes them ideal for precise and reliable identification

Device Requirements

213

Flexlbde integration is supported by the dual power system: The
device ean be powered at least through USE connection, or
from exiernal power supply.
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214

the related software package (50K) can be integrated easily infto
complate solutions.

215

High quality fingerprints

216

Auto caibration

217

Auto capiure function

218

Ao segmenialion i

218

Autsenatic image qualily check

Interactve user interface with pictograme

prdl

Intelligent indicator system
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